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Welcome to Cent(S 6.4t

Onstall or upgrade an existing system
Install system with bazic wideo driuver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 56 seconds. ..

CentOS 6

Community EMNTerprise Operating System

3 30 bl ouldd JSheo jlard L9 S 4T a0 518 ()2 9)90 1) 995 diliy wlg (o0 Lt Ao ol 5o (F
S O 1y SKIp 4 35 s 1o el 45

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

=

{Tab>-<Alt-Tab> between elements

S SlS next aeS's g9y ol 3gulh (0 (295 ol (HgB Lo 84lg L (P
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CentOS 6

Community EATerprice Oparating Syctem

oS bl Lyl o 1) 095 ol (B

I"";’] wihat language would you like to use during the
B imstallation process?

g

Assamess (SHIITE

Bergali {Tw)

Bidganan (BLATApCKK)
Catalan (Catala)
ChineselSirmplified

Chinese(Tra
Croatian [Hrvatsii)
Crech [Ledtina)
Danish {Dansk)
Dutch (Mederdands)
 English (English)
Estominn {eest kea]

Finnish (4

il
French (Francais)
German {Deutsch)
Greek (EAApAR)
Cujaraki {2}
Febrew (neaw)

Hiind (T

Fungarkan {Magyar)
Icethnded {1 efamnmg)
Hoko {Iboke)

Iretarmesian {lndore-sial =

4| ack o Het

S ol |y keyboard 4Ly waw (7
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% Select the appropriate keyboard for
S the system

Duanish

Daanish {latinl)
Daitch

Crvorak

Estorsan

Firmnish [latind)
French

Fremnch {latinl)
French {lating)
French (po)

French Canadiar
eenman (latinl wi no deadieys)
German (latind)
Grewk

HUnGakan
Hunganian (101 key)
lgelandhe

IEalean

Ealean (IBM |

Ikalan (it
|Eparese

Egngan

Lakin Armnenican =

4 Back o Hext

9y d2led o 51 g S olal [y gl 4y 38 usS cuai 095 local-hard (g9, |, cent-os wles o ST (VY
S Q! ) (Sl 4y 35 wsS ead Al

Basic Storage Devices :lo 4 35

Note:
Basic Storage Devices
Select Basic Storage Devices to install Fedora on the following storage devices:

0 hard drives or solid-state drives connected directly to the local system.

Specialized Storage Devices

Select Specialized Storage Devices to install Fedora on the following storage devices:
o  Storage area networks (SANs)

0 Direct access storage devices (DASDs)

o  Firmware RAID devices

o  Multipath devices

Use the Specialized Storage Devices option to configure Internet Small Computer System
Interface (iSCSI) and FCoE (Fiber Channel over Ethernet) connections.
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What type of devices will your installation involve?
Basic Storage Devices

el or upgrsSes B Bypical By of Miorage Sevicet. i youTe mot sure wech opstion i right for you
s i proDatey it

Specialized Storage Devices
Inmsalis or upgrecses 8o eTsEnpr e devioes L B Storage Area eieor s (SARMNS) Thes opion will e
YOU $0 Sad FOOE § BRCSE S IO hnion Sred bo SR Ut EvIcET S INEtabar shoosk sgroee

g Back [ T

bl oo By ol A 1o specialized storage device a3 olibl g il &5 J g0 50 140

Please select the drives you'd like (o install the operating system on, a& well a5 any drives
you'd like to automatically mount [o your System, below:

Basic Devices  Firnware RAID | Multipath Devices | Other SAN Devices  Search

Filter By: w | Show Only Devices Using

iantifier Capacity {MB) Wendor Interconnect Patihs L 5

Advanced Storage Dptions

How would you like to madify your drive configuration?
Add |SCS tanget
Bind targets to network interfaces
= Add FCoE SAN
Active network interfaces

Canfigure Nebwaork

Cances fb Ay clrive

Device Dptions = Add Advanced Target

0 device(s) (0 MB) selected cut of 1 device(s) (8192 MB] total

Tip: Selecting a drive on this screen does ot necessarily mean it will be wiped by the
~ installation process. Also, nate that past-installation you may mount drives you did not
select here by modifying your fetc/fstab file,

http://www.tecmint.com s | o

:(apply(next) urw g Yes, Discard... ;05 S ) asS Jos S0 b () (e o W yg0 0 (A
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1}, The storage device below may contain data.

VMware, VMware Virtual 5
— WTHLOMB - 0000 0 10, 0-5C41-0;0:10:0

‘We ool d not detect partitions of filesystems on this device,

This could b becaise the device it blank, unpartitioned, or virtual. If nat
there may be data on the device that can nat be recovered if you use it in this
instailation. We can remove the device from this installation to protect the data

Are you sune this devioe does not contain valuable data?
= Apply my chotce Do all deviges with undetected partitiors or filesystems

Hes, discard any cata Mo, keep amy data

4 Back o Nt

PowsS ol ol SO o als o j0 (R

Py Please name this compuber. The
B hostname identifies the compltes on a
restwcek:

Hosbname: | senverl. example com

Configure: Metwork

g Back i Moext

9 g Wired a5 » 4 .0sS SIS configure network (59; o Coow (ol 0 (wud A5 YU WKe )0 L (V¢

19 9 o |y connect automatically G5 g wsS Jloel oy 1o i o a5y Sloaddsd g gl ipvd a5 v 5 5,19 (1)
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pm Please name this computer. The
B hoatname identifies the computer cn &
bk

Hostname: |serverl example com

Editing System ethd
Connection pame: | Sl

& Connect gutomatically
N wired | 8021 Security | IPva Settings | Pv Settings

Method: | Manual &

Addresses
Address Netmask Gateway add
Deabete
DING SEmeers B8.8.8.8.84.4

Search domains

W Requine IPvd addressing for this connection to comglete

Cenfigure Netwerk Boutes...
2 Carcel i Back e Newt
ip address: 192.168.1.5
netmask: 255.255.255.0
gateway: 192.168.1.1
Piease name this computer. The
B hestname identifies the computer on &
= mebwork
Hostname: | senverl cxample com
Editing Systam athd
Conmection ame: System ethi
- « Connect gutomatically
s Wirsd B0Z.1x Security wr Sethings ] PvE Sattings
| =
Method: | Maniaal H
Addrosses
Address MNetrmask Gateway Add
192 168,001 T 7 1681
Drelete
DNS servers j.8.8.0.8.8.4.4
Search domalrs:
& Requine IPv4 addressing for this connection to comglete
Configuie Network Boutes,..
w1 Feeallable (o all users Cancel Appiy. 4 Back S Hext

WS SodS next g9, (ww (VY
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m  Piease name this comgnten The
B hedtrare idantifed the ampotes on
meTwoTk

mosmname: [senceri example.cam

Corfigure Metwark

el s - b
:yU 995 zone-location-time (yuxi (VY

FIEASE SEHECT Che Meancss CIty BN yoaur Time Done:

Sedected City: B, Europe

B gy =

R Swstem: clock uses UTC

:root 0,15 olp (598 O )9ms SO Ol (VY

Thee Foct SCCOUnt IS used Tor administerning
the systern. Erter & password for the root
e

Aoct Passwond: [seseseseas

Confirma: = [weesesenen

o Back o bt

9 00,5 Ol 1) 095 g9y Wb dnlol o Lol (oold by 1) cuai s o9 plod & il Cound s B 2) ST
SO plxil i 8590 Cuai jo cul AaS b,
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] FY axano 10 (cuad I ol 0990 Comnd) dols] 1Y aSS
s 35 o] Lol LMl a3 B asly 4ol 1y o3 B0 vy dl> po ol 51 2yl

S QL ) codd (09 (2 yMe o 9 Il |y cuad o g pled s

CentOS cuai sl WS

:Desktop Class .\

Dg (o0 Slgadion wbl Jolas 10 OS (I b (GUI) ST )8 & jguo 4 wodles 0 a5 Gl gl WS
.... 3 gnome desktop , desktop-tools, open-office-org , internet-tools : gla aiuw Joli

:‘Web Server Class .Y

D o0 Slpdulion bl Allo 1y g g3l oly gl p p3Y (b alus JBlos wdlgs o0 a5 SluS gl WIS ol
... 9 Apache, SQL, Print-server : gl aiuw Jol

&%l o3 FTP-server , DHCP-server , DNS-server Joll 450

: Virualization Class .Y

WS (o0 w13 1) 5w silmo b (STl eiST (g5l ol gl (5i908 Lo A WIS (2

: Clusterig Class .f

Wl HI5 @ Jexiwo HPC(High Performance Computing) ¢ Worker Nodes U a5 JlusS glp w5 (0l
Db (50 Ol

: Storage Clustering Class .0

& Jgxio SAN(Storage Area Network) & faic a5 ;9w 9 GFS File System L a5 LS gl g W (ol
Dg o0 Sy v )8

DS soliwl customize now 4 ¥ 5l alilel oo b diin b ylaw OS] (gl g iolpiuiay
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Use all space:

a

D Jole oo Ld lgie 4 CentOS cuas

DS o ol 00l b gl Jolpo @b Nfals po plil o
S B 1 Jol g3 b bk )

oo 0 |y review and modify.... S5 ol 50 Y

WSS SLS next g9, Y

Al ales ooy Lol 0y plod S 09 0 00l OS (Jole i) (| cuas (gl Lol 85> sLasd plad

Which type of installation would you like?

Usze All Space
Ramdwei &l partiticon on the feleciced devicaisl. Thia ncudes pariioni creatod By othér opoiabing
AT

Tipr This c@ton will remove data from the selecied deviceis]. Maie sure you have bading
Replace Existing Linux System(s)

Aermavet dly Lisum pad lised jEieated fram o previgus Unue mstalatisn)  Tei doey nst remowe elfer
PRI Yol May hEVE OGN your Siorags oeviels) dsuch 2 VEAT or FATIZE

Tipi This opboen will remove daia from e selecied devioeisi. Maie sure you have e

Shrink Current System

Shilnks & 2 iling pafibised 1o Lreale free Spade 1o N deliall layaul

Use Free Space
Ratakhd your curdenl dals and partitiand &t used only Be unpartBicned Lpece on the iolediod device
(Rl WSS i P& 70005 MEE SpalE SvailaDis

Creabe Custom Layout

Manually creale your cam cutlam layoud onf Bhe seiecied device(a) uning sur pastitisning kool

Encrypl Sysbem
Rewsew and modily pastitioning hayout

4 Back - Nt

WSS SO write changes ... g9y 0 () (o ool O g0 o

Al po JSC0 a9 B oudas pudd Slol oy ol o jo 1y 500 6bd 4 35 9 uuss SIS next 4 35 g9 p bid o F

w3 P
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Writing sterage configuration to disk

Tihe paniticoning opticns you hawe selected will
b mow be written to disk. Any data on deleted or
reformatied parniticns will be jost.

t

Go hacic Mirite changes to disk

e Back o Hext

HosS olll ag I 4 g3ls @ A gi b .ouss Olxiil 1) cent-0s g5 ol bl als> o ol 50 .0
WS (o0 il Lol )l (59, 1) L a1 (g SO b Ay 551 SO 2

The default Irstallation of Cent0S is a manimum install. You can optionally select a
different set of softwane now

Desktop

Binimal Deskiop

Mhinima

Database Server

Saftware Development Workstation

Flease select any additional repositories that you want to use for software installation

¥ Centds

o B additional Softwine repoditodes 7 Modify repasitony

‘ou can Turther customize the softwarne selection now, ar afer install via the softwarne
Management application

# Cusstomize |[aber Customize now

4 Back o Hext

&lp oS oLl (U5l 4 axgi b olgads ©jg0 oo 1) b diws wiled (o0 (Vb wSe)alo o (pmod 50 (s P
Sl u*‘b axduo doldl Ho S SUUS next (g9, M § dusS Sl ,_,»La »o Customize now... g9, ;5 (!
P IRV PE P
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iy oo e Eeacl

Base System _Gra_p;'l_k; Cn—aatlon :I:u-nis
Databases Internet Applications
Desktops Internet Browser

Development
High Availability
Languages

Load Balancer

Office Suite and Productivity
TeX support
Technical Writing

EEERON)

Resilient Storage
Servers

System Management
Virtualization

Web Services

o 1*] exhe |- t 1
k
| F W B oy —
ALl TR - CITRENR O | | 4 Back W Mot

9 KDE Desktop  Su1,5" (sl astwy Lo cadS" apponi |y @598 (2 b )1 wadles (o0 5L gl sl 51 iolesian
Jw lod cuai |y Gnome Desktop

HJE U adnd od Mol o ol o 50 1) [0 b 4y 38 ¢ wuss S install L next a6 35 g9, o b8 o .Y
Dol plod cuai

a1y cuad aoldl B au o )8 o (S il cuai 090 Caomnd) ity dy Wb doldl 50 Wl 00,5 coliiw! cuai Jugy cpl 3l )51

(FYaxdo & £42 ) .0ud0 plxil Jole pouwaww Restart ;|

a5y 09y (rye oS Tdsd ol H1iB hgy (5l am 4 090 (g Lol (295 Liud (g ipten 4T

]

Ease US Partition Master-free I35l o 5 wul ;15 (pl glp .0S Slxl 845 0)ld o JB lad SO Wb Ll ()
S 3glils 1y o K1, a%uws Home Edition

gy ) culw aoglils (ly

www.partition-tool.com

& g portions manager gsw o,lg (Y

S5 15 3590 ool (535 52 ) 2l (81t 3l T3GB JBlus ogd b L Unallocated ol ay ylisd agly (F
DS olil |y Delete 4y 35 g 00,5 ol
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ol 05,5 syl 1, 85GB b b5 by sl 5 SIS 40 1 Lo

ne Edition - Free For Home Users = .
¥ Partiione + B8 Wizard ¥ {3 Advanced ~ @& Hep F.ase -
& = il 2 9
S e £ : ey ==
Creatc Parthon recovery Datarecovery Badap tool Bootable CO Upgrade  Join our newsletter
Partition [Mile System Capadty Used Unused Status Type
3 Disk 1 (MBR)
> Unallocated 101.00 MB 0 Bytes 101.00 MB None Logical
Cs MNTFS .90 GB 15. 16 GB 41.75 GB Swstcm Primary
- Other 49,5368 49.53GB 0 Bytes MNone Logical
Fy Orther i CEB 2.1 CB 0 Bytos Monco Logical
D: NTFS 29.29GB 26.40 GB 2.89GE MNone Logical
E: HTFS 273.13 GB 13,62 CB 229.81 GB Monic Logical
= NTFS 208.98 GB 23.33GB 185.65 B None Logical
- Unallocated 85.21GE 0 Bytcs 85.21CEB Monc Logical
ali mp3a

Disk1 (— ] - []
Ela_r-.i-: MER Nt | ot | D | ENTES) F: (NTF5) Unzllocated
e ER 49.90 . 4953 . . 9. 2/3.43 UB 2U8.985 G 85.24 G

(VY axdo 4 £95 5 ) .09 g CentOS (S ylio cad Jgl Comnd) 0,419 9 wsS Restart 1) jguco g wmw 1po 4S5
WSS bl [y use free space 4y 35 Al o (w4 Gl 9 YU ol o plil wmy

Which type of installation would you like?
Use All Space

Ramave &l partiises. on the seiected deviorisl. This nciudes partftions created By other opoiating

B e

TApr This S@a will FEmowe Gath TToms D Sehecien Deviiels] Maie Sufe you have Deingd

Replace Existing Linux Systemis)
Rermawtd donly Licnas pif BUSAE (Eeabed Mo & previoul Linus instalatieni  This doel Rot femowe olfser
PTG Fadl May hEYE N pouT Storage oewicels) dsuch & VAT or FATIZ)

Tapi This opon will Fremcee dotn T e Sebeoied Seviieis]. Maie SUre you have Deovaps

Shrink Current System

Shilinia. @ citing po B 1o Create free Space 1of M delll lapeul

Use Free Space
Abakes poor Curment dats and parions A WSS Only B unpArESneS Lpsce on the selecte devecs
CEL, BEEIHTHNG Y0 v e SPOUn MEE SDBCE Bvditibie

Create Custom L
Manuaily creals your cam cusbam layoul an the seircied deviceial using sur partitisning kool

H K K

Encrypll SyStem
Reigiew and modily pastitioreng Ry out

o Back e Nt
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WSS SCLS write changes ... g9y 0 <) (o codlie O yge0 jo (F

al> yo JSb & B aadad ki Slol amy Jorlp0 53 1) 150 glo 44557 9 alS’ LS next 4y 35 g9 » bS e (O

w3 F

Writing sterage configuration ta disk

Tine patitioning opticns you hawe selected will
b PO ber wwiiben o disk. Ay data on deleted o
reformatied panitions will be lost.

]

Go back Wirite changes to disk

R B e Mt

Creating physical vedume (LM} on fdewsdaZ

WSS oltl agle a5 g3ls w asgi b .uuss ol 1) CentOS g45 wub Lol al> o (| 50 (F

WSS (20 i Lol 3l (59 ¢ 1y L Aty 5 (w0 S b 4l 35 51 S 2
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The default Irstallation of CentQs is a minimum install, e can opticnally seledt a
diifferent set of softwane now

Desktop

Minimad Deskiop

MEinima
Database Server
Web Server
Wirtual Most
Saftware Developement Workstation

Please select any additional repositories that you want ta use for software installation

+ Centds

o A acdditional Software fepodito e # Madify repadstang
‘ol can further customize the soltwane oelaction now, or after install via the softwans

management application.
® Customize [aber Clstomize now

4 Back o Hext

Sl 9SOl (LS 4 axgh b olgts Wygo 4y o 1) U dly wuiley (o0 (Wb (uSe) alo> po (od O (g (V

ol axao aldl jo a5 usS SdS next gg9; (e 00,5 SIS ol 0 customize now ... g9, 45

et

x| wlgs ol gl

| Application m'—i‘ui-'- -{
Base System s Graphics Creation Tools
Databases e Internet Applications
Desktops ) Internet Browser
Development ] Office Suite and Productivity
High Availability LA TeX support

Languages LAY Technical Writing
Load Balancer

Resilient Storage
Servers

System Management
Virtualization

Web Services

The GELU Emacs extensible, custormaz able, text editar

http:/ /www._tecmint.com hack s
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9 KDE Desktop (So31,5 sla diuw loi S 40,2 |y @398 (nl b 50 wuples (o0 b ol sl 551 oleiin

Jw lod cuai |y Gnome Desktop

cowai 50 adw add Mol s Jolo jo 1) SO0 b au 3 g oS S install b next &y 35 g9, p ki (A
S gt |y 3] o gnn Silgi o0 duwiawlgS ST boot-loader ... sl waw g S plod

ke )l OIS
690 3 b Lol (0ll Lol 095 OS ylgie 4y a5 Cawl 1,3 OS (1l conitlils (5590009 Jole o S (ST 1) @SS
S olsl 1y sus first sector of boot... as o,Lil ;T jo a5 gl 435 ¢ wwsS S change device 4y 35

ia Boot loader device - O =

Where would you like to install the
boot loader for your system?

() Master Boot Record (MBR) - [devjsda
@ [First sector of boot partition - fdev}sdaE

[* BIOS Drive Order

Cancel QK -

W ls apo UG Sgid 05 HUS 40 1) (6390599 05 Wb &5 Souwd Lol (610 ccuad plod| 31 vy Sl (om0 1Y 4SS
0,10 0829 0l, ¥ JSCho op! &85 6l p (¢! Grub L Boot-Manager oo o ,slw)
S bl jadiug S8 yo0 o] o Wb as Sleudiss g Easy-BCD 138! o 5 cuas (A

DBl s ol colw
http://neosmart.net/EasyBCD/

S o0liswl oy 31 g 08,5 dgbils a0 Slodniiow lox> a5 boot-repair-disk 53! ¢ i cuai (o

I8l ey ol
http://sourceforge.net/projects/boot-repair/
L
http://sourceforge.net/projects/boot-repair-cd/?source=recommended
L

http://sourceforge.net/projects/boot-repair-cd/files/

29415 3L CD b 2GB J8las cad,b b idd S o] cods Gl Lodd .o ISO Wigmmy b B8 2]
3l Y 1y o e g9 31 9 9 Caly 095 S b €D (59, 15 o1 9 03,5 5Lils Unetbootin ;1581 o 5y
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|

! suu 0018 Toy JoU 35 colw o b 0l
http://sourceforge.net/p/boot-repair-cd/home/Home/

] Install boot loader on /dev/sda. '.ghange de\rice.

[ Use a boot loader password

Boot loader operating system list

Default Label Device Add

CentOs /d dip-I t
0 en Jdevimapperivg_dlip-Iv_roo Edit

Delete |

iﬁﬁack“ ‘ B Next ‘

S G i i Mol am Jolyo 50 1y ;550 sl 4y 35 9 uusS S install b next 435 g9y » ki o (4

Dol plod cuai
Iy cuas dolol B 090 )8 0 (S i cuad 090 Coomnd) gty a0 Wb doldl j0 Wl 00,5 colaswl cuai (g oyl 31 51 (Ve
(FY axdo & £95 ) .00 plxil Jole powaw Restart 31 o

P09y e — 99 09y B Jole piwaw )00 ,LS )0 CentOS coa
510 Lol 0l Cud b o g addi Ay (Siwn (Cadyb s gl Sl gous 1SS
Ease US Partition Master-free 1381 0 5 2l 15 (! gl .0sS ol 095 04d jo I glad SO b Ll ()

S dglils 1y T 41, azms Home Edition

W9y p) el 4 oglily ly

www.partition-tool.com
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.2 g portions manager s 3,19 (Y

S Sl 090 ek 5l 695 p 4T (! Gl v jles PGB JBlos cud,b L Unallocated ob 4 oLas il (Y

PSS ol | Delete as 35 g 00,5 Cunly

ol A5 (o (o395 o] WUl g (1)1 51 yodizr w2 .0 puSs a5 10 OS ! (5l (690 5 Cend yb IS x5l
S i olodg Sl J15 3315 90ins Jale wiammns pablys on (50 (5lo b )5 332

ne Edition - Free For Home Users

20,5 olxl 1)85GB cud,b L JLlad py SISO 50l

L

B Partibone - &8

- *
Creote  Martitbon recovery
Parition

Nick 1 (MBR)

C:
1
D
E:
e
Disk1 —
Basic MBR - ;'_;__}KSJ'
60864 GB o] e

Wizard « §H

Mile System

unallocated
NTFS

Other
Orthor

NTFS

NTFS

NTFS

Unallocated

(oL
4953 _

Advanced + & Help - E_ESE
L n = } ]
= - 5
Datarecovery Badap tool Bootable CD Upgrade Join our newsletist
Capadty Used Unused Status Type
101.00 MG 0 Bytes 101.00 M3 Mone Logical
.00 CB 15.16 CB 1.75 CB Systcm Primary
49.53GB 49.53 G5 0 Bytes Mone Logical
LisCE LisCE O Bytos Mono Lagical
29.25GB 26.40 GB 2.89 GB None Logical
273.13 GB 13.62 GB 229.81 GB Monc Logical
208.98 GB 23.33GB 185.65 GB None Logical
85.21GE 0 Bytcs 85.21 GB Mone Lagical
ali mp5
N | [ ]
D - | EE{NTFS) F: (NTF5) unzliocated
29. | Zr3.43.6h 208.98 LB 85.24 GB

(VY axdo 4 £95 5 ) .09 g CENE-0S (S il a9l Cound) 0,19 9 dusS Restart | j9uiy g (s e 0535

DS o by Olxad gl Gab wsw) w1 e & (B9 (e

review and 435 U ol jo create custom layout a0 35 wb bl (p) wSe)ads jo ool & yomw 3 o (F

WSS olll oy10 41,8 ol 40 a5 modify...
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Which type of irszadlation would you like?
Use All Space

Aarmicnes ol partilicns Gn the sekcied devicatal. This ncudes parRions cresied By olhdr operating
ayanema

Thpr This ooton will remcwe dats frems e sebeoted oeviteisl Mahe suie you have Desings

Replace Existing Linux Systemis)
Refmawed Snly Lifus padSlissd (Ereabed Mo B freviaul Lius instalatisni This doed fsl feimowe Sy
PTG POl IMay Raye D Four Shorsges e icels) fouch & VEAT or FATIZ)

TUEE This Sobon will FEmoes OS1E IToem e Sabeoted Sevicedsl Maks une Yol heve Deoesps

Shrink Current System

Shilnks xiling pa Blieer 10 creals lree Lpace 168 e delarcil lagsut

Use Free Space
Astalod oo cursenl dats s parbbior st uses only s unpartiicned space on the selectod dervics
(1. BESLHVING YO B yE ETSHE MRS SDSCE Seails bl

Create Custom Layout

Manusily cresbs yOUr CaT CUTIEM layout Oon By koinctcd Seviooinh Uning cur pastitioming sool

i BE K

Encrypt system
Reysew and modily pastitionsng leyout

i Back o e
il ol B iy 50 4 45 S gl iz 1) Uogs cds 1l
g (o0 O,lg (e (i 4 el o (0] 0 Lo (B
Lol Loyl I8 sladsda 9wyl mlion o 85 SO b bl jo 1) asS
(o2 yld ylics NTFS 0l 3L Y jeucug 5o bo (S adiwd Lo jaudug g (i )b sda2 g sdal @Y asS
awl 152GB  quiS solaiw! o 31 psoel bxsyl g il j9uiu g 4o 45 (free space) unallocated glas ¥ 4SS

F Fedora Installer ™

Drive /devisda (307200 MB) (Model: ATA VBOX HARDDISK)

Sdewisdal Frae
154624 MB 152475 MB

Gienica Size Mount Point) | o
(MB) RAIDMolumea T

= Hard Drives

= sda
sdal 100 ritfs
sdaz 154624 ritfs

Craate k Resst

Back tlaxt

(F ISR Rmal | iF@dora Installsr B = oaia 2
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oS create (g9, p alol jo g & jLus standard portions GG g wlS SOUS (YU wSe) create g9) p waw (£
S

e Create Storage — o =

Create Partition
@ |Standard Partition

Create Software RAID Informaticon

0 RAID Partition

Craeate LW Information

LW Phiysical wolurme

Cancel Il Create* |

2. 3lae /D00 (g 2 (i sl S Wl Lo g (V
500 MB :o3¥ slad

WS SlS create (& al> po (WX2) 59 2 0L90
S ol /boot g9, 1, mount point

DB 1,8 Bee Hlado pl |, size

ia Add Partition _ o x

Mount Point: |,"boot | ~ |

File System Type: | extd 2
"

Allowable Drives:

Size (MB): 500

D)

Additional Size Options
@ Fixed size

) Fill all space up to (MB);
= Fill to maximum allowable size

[] Ferce to be a primary partition
[ Encrypt

Cancel [o]4 k [
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|

Dewvice

= Hard Drives
= sda
zdal
sdaz

sda3

G- m =

in
Create Partition
() Standard Partition

Fedora Installer

Drive /devsda (307200 MB) (Modal: ATA VBOX HARDDISK)

:Cﬁw‘ E.b‘s L’M&: C’i‘ )Q W
WSS SUS create g9, (A

Sdew/sda2
154624 MB

Free

151975 MB

Size Mount Point/
(MB)  RAIDMolume

100 rtfs
154624 ritfs
500 jboot extd

iFﬁdara Installer

Type Format

Create h;

Resst

Back Meaxt

B = oas: i

DS SUUS create g9, p g ol ) LVM Physical Volume  guew (8

Create Software RAID
) RAID Partition

1 Create LvM

@ [LvM Physical WVolume

Cancel ||
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.|
e plmil (ol gl 1y (Flowki by aolol jo (e

ewl 152GB L o)y JL slad as pold Zwdgs & als> o 0
oS ool 0, slad g aod | pudles od JUno cpl Ho 1SS

DS SCUS 0K (69 (pwr oid )5 a5 jo volume (! (610 1, 75GB ladd 1SS

ia Add Partition - o x
Mount Point:
File System Type: | physical volume (LvM) <
7

Allowable Drives:
Size (MB): | 75000 12|
Additional Size Options

@ Fixed size

) Fill all space up to (MB):

) Fill to maximum allowable size
[] Force to be a primary partition
[| Encrypt

Cancel | | oK p
ol polro 1§ (uSe 50 dzeid

WSS S create g9, p duxo (V)
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ia Fedora Installer s

Drive /devisda (307200 MB) (Model: ATA VBOX HARDDISK)
|.-'dwii da2 Jdewisdas Friae

154624 MB 75000 MB TESTI MB

Size | Mount Point/

Drew T F t

R {MB) | RAID/Volume i ik

= Hard Drives
= sda
sdal 100 nifs
sdaz 154624 nifs
sda3 500 /boot axtd v
= sdad 151975 Extanded
Free 16973
Create ) Edit Delete Reseat

Back Meaxt

G- m = iFﬁdora Installer Ml = oase
LSS ol 1) LVM volume Group 4 35 (1Y
ia Create Storage s

Create Partition
() Standard Partition

Create Software RAID Information

) RAID Partition

Create LWvM Information

O] EI-_UM volume Group

) LM Physical Velurme

| cancel | Create k|

Dg (o0 Hlled 9y S g (VY
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=

UH ;0 a3 1y ool ot

S Sls add 40 35 (59 e

Make LVM Volume Group - o x
Weolume Group Mame: [HU| |
Physical Extent: 32 MB <
] sdas 74976.00 MB
Physical Wolumes to Use:
Used Space: 0.00 ME { 0.0%)
Free Space: 74976.00 ME (100.0 %)
Total Space: 74976.00 MB
Legical Velumes
Logical Wolume Mame Mount Peint | Size (ME)
Add Y
Edit |
| Delete |
cancel | | oK

oS Sl ylodgs froot glw 1y oY slad oyl jmo wub Lo Lxsl o (1F

WSS ol 1y [ 435 :mount point
2wl extd file system

root : ;1 !

o5 mx> (2] 6GB 1 Lo o gy Lol uilgl (o wusid )5 plai jo A5 cexe 4y az gl b oyl Hl s & (s laS (e

- 30GB v 92t Lo e

DS SCLS 0K (59 (w150 e 50 YU | root sue cau 1o (g pidian sLad ST isleacioy

=

Make Logical Volume e

Mount Point: |.-" e

File Systerm Tvpe: __en-‘:t-ﬂ 1

Logical velurme Marme: |root |

Size (MB): | soo0| |

] Encrypt (Max size is 74976 MB)
 cancel Ok e -_
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WSS SS suze add (g9,

oS Sl 1y yogs swap glm Y sbad ol Wb b sl o (10
) S5 Gk

DS 3 5lg W 410 a5 RAM L cawlicno size Caound (g1 o Lol

Mo

DS 3ylg [y Yerr s (ol 2GB Lols RAM 51

DS 3,9 1y Feeer dus (! 4GB Ly RAM )51

DS 3,19 1, 6000 dus (wwl 8GB Loy RAM LS5

ﬁ Make Lug'i::al Volume -

Mount Paint:

File System Type: swap >

Logical Volume Name: |5wap |

Size (MB): | 2000 ]

(] Encrypt (Max size is 68960 MB)
 Cancel _ oK h.

P S duxo add (g9
oS ol 1y ylogs Home (gl o3 glad (5o wob bo Lol jo (V8
WS 35lg g yls S e oS (Las Az gl L) oY (gLad (i

DS O,lg 1y YL A b Yeeor due acllilo gob ) slad Sl ccawl o5 15GB ey o
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ia Make Logical Volume - 0o x

Mount Point: Ifhc::lme | » |

File System Type: | extd -

Logical Velume Name: |home |

Size (MB): 15000 |
(| Encrypt (Max size is 66944 MB)
| cancel || oK k '

9 o 3o YL s, 5 A

Cewl 0091 23GB Lidd 75GB jl ool Jlll glad coog b uSe 095 j0 a5 golucel g JLlo @b (VY

HaS Sels ok g9, caled 5o

ia - Make LVM Volume Group e - o x=
WVolume Group MName: |HU |
Physical Extent: [ 22 MB £

- sdas F4976.00 MB

Physical Weolumes to Use:

Used Space: 23040.00 ME (320.7 %)
Free Space: 51936.00 ME (69.3 %)
Total Space: 74976.00 MB

Logical Volumes

Lagical Wolume Mame Mount Point | Size (MB)

horme JRame 15008 Add
root / 6016 | Edit
f N 20186 I 1
swap / | Delete |
| Cancel J oK k|

il ools plxil Lxisl 4 B a5 1) o, l5 olod doenis

SoaS Sl next 59y g2 e (YA

37




ia Fedora Installer - & u

VM Volume Group HU (74976 MB)

[Hu-r.ome ﬂU-l'quaFree |
15008 MB 5016 N2ASL1936 MB
Diawvice ?;'11;] ;E;?\:‘:::: Type Format
S = b e e L R
= HuU TA97E
home 15008 fhome extd v
root 6016 axtd v
SWap 2016 swap v
= Hard Drves =
= sda
sdal 100 ntrs
sdaz 154524 ntfs
sda3 500 jboot ewtd v
= sdad 5 Extended
sdas physical valume (Lwm) v
Frea
Creakte Ressat
Back tlaxt [

6= =T = 2 Fadora Installer Pl = osos 2
.| oul boot loader iz o,lg Lxsl ;0 (14

Lo 53995u9 192150 j08) Was ylod (o liod yoi oSG a5 other /dev/sdal :aiiisi ducay (o0 Coomd S 0 14T

o see

|
WSS SIS change device 4 35 69, Lol
F Fedora Installer o !

7| Install boot loader on fdevisda. | Change devicel

| Use a boot loader password

HBoot loader operating system list

Default Label Device add
- Fadora fdevimapper/HU-root
iz Edit
Other fdewvisdal
Dalete
Back Next |

B‘- | . =] ‘LF@dora installer - T 5 gs:10 K2
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DS S5 0K (59, 9 S Olxil 1 first sector of... 4 35 (Y.

ia Boot loader device - O x

Where would vou like to install the
boot loader for your system?

(") Master Boot Record (MBR) - /dev/sda
@ First sector of boot partition - fdewsdEE

[* BIOS Drive Order

Cancel QK A
rou Ol | Ol s
F Fedora Installer - & x
| Install boot loader on fdewisda3. |Change device
| Use a boot loader password
Boot loader operating system list
Default Label Device Add
- Fadora fdevimapper/HU-root
el Edit
Other jfdewisdal
Delete
Back et k
9‘. | . _I f Fedora Installer - = f.‘ 05:11 :1-'-" E

Dg plod 08 cuai b 0usS o 9 .05 S next g9, (V)

Iy cmai aoldl w0 )8 0 (S o cuad ¥ Cound) gty 40 ol aold] 50 wul 00 )5 colasiw!l cuai (o9, ol 31 )51 (VY

(a0 & £925 ) audd plxil Jole poiwnw (yol Restart 31 o
ooyl SIS

D plxil 1) o3 gl (b 50 0ol adS STVl SO L wud aslgo IS b LS
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P 1 iled (o0 09 OIS -Lgr S 50 Lol (53909 Jolo s 9 W35 o) | o 457 (JFy g0 50 1) 4SS
11381 0 35 3gl1d g g0l Soud.uuwsS oslivw! boot-repair-disc 33

http://sourceforge.net/p/boot-repair-cd/home/Home/

(S yikinn s Ceound Jol g0 plod yailwy plodl as 31 o) ,3T U Jole pomamns o (30,5 Jol5™ 51 dmy 099 ,51:Y 4SS
SosS 1> 1) Easy-BCD 4wl y g o g j9udu g dauzxo 05l

:Easy-BCD ol L,
WSS ol |y add new entity a0 35 )

i EasyBCD 2.0.2 - MeoSmart Technologies — =]

File Tools Help

EasyBiLL} |oolbox Display Mode

@ Owerview \ Detailed (Debug Model = WordWrap
B ey Settings

There ic one entry in the Windows bootloader.

=
|% Edit Baot Menu ‘ B s
meout: 30 seconds

EasvBCD Boot Device: C\

| = Add Mew Entry [}. ‘

| % Advanced Settings ]

|§.‘.’ BCD Backup/Repair

| Eootloader Setup ‘

l_ Useful Utilities ‘

ol (g0 1) S5
&9y (linux.bsd) wSed (tab) a5 s .Y

DS 3419 o] 81y |y Cent-08 ! g oS Sl 1 grub legacy ywpw

S o0 O] 309y 48,5 a5 ;3 500MB 1) ] px> 45 Sl s Device Coomd yo

HusS SUS add entity g9, (s
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¥ EasyBCD 20.2 - MeoSmart Technologies

File  Tools Help

EasyBCD Toolbox Operating Systemns

__-_ View Settings

follo-==

| &% windows | 5} Linwe/BSD | g Mac | E HeaGrub i

Type: l GRUE {Legacoy]

= |

=N
- Edit Boot Menu

Mame: Fedora15 jLovelock)|

Device: l Partition 3 {Linwx - 500 PMiB]

= |

% Add New Entry

%Advanced Settings

[] GRUE izn't installed to MBR/bootsector i
& Add Entry

Fertable/External Media

;‘_‘; BCD Backup/Repair

@ w

" Type: | MWIM I Ramdisk]
Bootloader Setup ype | mage (Ramdisk)

Mame: MST WinPE Image
" Useful Utilities Path:
[[7] EMS Enabled [ Force portable entry

Add Entry

&g editboot menu cooud & Y

|y A P Cawd (P38 (s D ygeo A b ploul wudles o a1y (S s

r

¥4 EasyBCD 2.0.2 - MeoSmart Techneologies
File
EasyBCD Toolbox

Tools  Help

Medify Menu Entries

B iew Settings | _Up ‘ Down

SS SUS save setting (g9, <ol o

.45 Restart | oo

=

Ly : Entry
#, Edit Boot Menu
Windows 7

Fedora 15 {Lovelock]

s

% Add New Entry

@Advanced Settings

;‘.‘: BCD Backup/Repair

" Bootloader Setup
Timeout Opticns

e

il o [ Skip the boot menu
®  Useful Utilities

("l Boot default 05 after 30 =

2@ Rename ‘d Delete
Default
] ves
B no
seconds

E-‘ Save Settings

i
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Windows Boot Manager

Choose an operating system to start, or press TAE to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

windows

Cent-os (Lovelock)

Tools:

windows Memory Diaghnostic

(W J).uw.o P9o Cwound) CentOS —ld

WS g0 (05 Wb Jole s ool YU (6l el Jole gt o Restart 1 oy als po 49 bgs po Ceound (3]
1l auplgS 9y 4 9 2§ Ao b awlol 5o

ase! Welcome

Information

There are a few more steps to take before your system is ready to use.
. The Setup Agent will now guide you through some basic configuration.
Date and Time Please click the "Forward" button in the lower right corner to continue

Kdump

Create User

I

CentOS6 &

Community ENTerprise Operating Sustem

it 33 5 3)5 5B Gl G i alo w0 @ U uss LS’ next / forward gq,
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Welcome

License
Information

r Create User
Date and Time
Kdump

Create User

L)

You must create a ‘usermame’
system. To create a systam'u
requested helow.
Usernarme:

Full Name

Lassword:

Confirm Password

If you need tn use network aut
please click the Use Network L

|Use N=twark I__cg-i.n..

It you need maore contra when
direciury, andfor UID], alzase o

| Advancad. .

File =dit Help

) )

Add User  Add Grouz

| Users | Sroups

User Name User 1D~ | Primary Group

User Manager

s &l
Fefresh Felp

Sgarch filler:

Full Narme Lagin Shell Horme Dii

A

DS g5 63y s Clus uley (oo ol (WL o) Lol o

o g b b @ bl 6 ouss SCUS forward (595 p bl root loa Lol (630,55 Clus Wi aules o0 514G

Gl ouwry (UL 4l HI5 (95T o2

: (Windows & CentOS ) Jole pocmamws ,LS 45 (Ubuntu) Backtrack 5-R3 cuas

toeo y bt OIS

Cawl 0099 j9iu g ..\:‘ oé;w@&f“}»bwyﬂ S Cowl u.:‘;.auo).ﬁ NS

A0 5S cuai v 1y o] 9 Ayl 03,5 CeNt-0S cuas 4y pludl ¢ jouds g s I g Lo doldl 4o oY 4SS
e lod i [y S iSG b giigegl o (S giad (b a4l 430 (S Wl dwlgs p (BT 30 Y A

WS U (S @i W b gl 48,0 g0 4 wales (oo a5 (Gliwgd U po S aSLSl OLS (pl ) o9y )
Wb o jod O g b S gid &9 385 W cead I (Gl Aiged Caound (p g ool Al LSCho

g 3 (G (e )by o po 4 B oo plouil 1) 095 145 8590 &9 395 e ()

Ubuntu g9, p o (i 3 dlo o 31 (gl digwd
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Install

Allocate drive space

Install

This computer currently has wWindows 7 onit. what would
you like to do?

E Install Ubuntu alongside Windows 7
Replace Windows 7 with Ubuntu
Warning:

] Something else
-

Quik Back Forward [}

Allocate drive space

E

B sda1 (ntfs) M sda2(ntfs) M sda3 (ext4) B sdas (unknown) L[ Freespace

104.9 MB

Device
Jdevisdal

fdev/sda2
fdevfsda3
fdevfsdas

Device For boot loader installation:

/dev/sda ATA VBOX HARDDISK (322.1 GB) =

Type
ntrs

nktfs
extd

162.1 GB 524.3 MB Ff8.6 GB BO.7 GB
Mount point Format? |Size Used
TOa MB 35 MB

162135 MB 8370 MB
529 MB 4T MB
78643 MB  unknown

.Add.{} Revert

Quikt Back Install Mow

B €CeNt-05 Cuai dy a1y o, aul Lo Lxiu] yo (Y

2 b Jho e jluw bOOL (5l (pid )y SO g uis S add (s,
500MB : /o

begin... : ;Ko

EXT4 : b1 oo

/boot ::p 51 g
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£ Create partition

Create a new partition

Mew partition size in megabytes (1000000 bytes):

Location For the new partition:
Use as:

Mount point:

| s00f

@ Beginning End
Ext4 journaling file system

[boot

Cancel

x]

Install

Allocate drive space

boot yiod )by (5Bl 31 g cdomass

M sdat (ntfs) M sdaz (ntfs) WM sda3 (ext4) M sdas(unknown) B sda6 (ext4) [ freespace
104.9 MB 162.1 GB 524.3 MB 78.6 GB 499,1 MB 80.2 GB
Device Type Mount point Format? Size Used
faevisdal ntrs 162135 MB BA/OMB
Jdev/sda3d exta 524 MB 47 MB
Jdev/sdas TB643 MB  unknown
fdev/sdaé ext4 /boot 499 MB unknown

A-:Id.{}

Device for boot loader installation:

Jdevfsda ATA VBOX HARDDISK (322.1 GB)

Quik

Revert

Back Install Now

Ay jles swap s )b SO g uss S add (g9 (e (P

0,15 L RAM & Koo 1)ladie
RAM 2GB = 2000 MB
3000MB ;! iy =RAM 4GB

5000MB ;| xiww =RAM 8GB
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™ Create partition

Create a new partition

New partition size in megabytes (1000000 bytes): | 2000

@& Beginning End

Location For the new partition:

ik

Use as: | swap area

Mount point:

Cancel || OK 5 |

e (Pplassl o lo p3¥ a5 1) (Lad (l e (losgs rOOL (5l Wil coled 5o (F
ol g5 14000MB : J3las>

Sl o0 FOOt (Lo s (/) il ceode

™ Create partition

Create a new partition

Mew partition size in megabytes (1000000 bytes): | 10000

Location For the new partition: @ Beginning End
Use as: | Ext4 journaling File system =\
/ -

Mount point:

Cancel | oK [:5 |

@ Create partition

Create a new partition

New partition size in megabytes (1000000 bytes): |68211|

Location For the new partition: @& Beginning End

Use as: Ext4 journaling File system =
fhome

Mount poinkt:

Cancel oK [:’3. |
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1Y o i)l cS b g p3Y Ol iyt Jlael 51y 515 Az

Install

Allocate drive space

= p——

B sdai1(ntfs) M sda2 (ntfs) M sda3 (extd) sdas (unknown) [ sda6 (extd) M sda7 (linux-swap)

104.9 MB 162.1 GB 524.3MB 78.6 GB 499.1 MB 2.0GB
Device Type Mount point Format? Size Used
Jjaevjsdas 8643 MB  unknown

/dev/sdaé ext4 fboot < 499MB

JdevfsdaT swap 1998 MB  unknown
fdevfsdaB extd [ 9999 MB  unknown
Jdev/sda% ext4  [home 68209 MB  unknown

Change... Delete| Revert

Device For boot loader installation:

Jdev/sda ATA VBOX HARDDISK (322.1 GB) o
Quik Back Install Mow

oS ol 1y logs Boot Loader sl bxol 10 ol pgo jloms Cound (0| (F

w205 ol 1y o] g maowel Lo s 0,18 41,8 dev/sdab yo L BOOt iyl 45 dusus o0 YU e 4o

:(ubuntu) ;o Gkl j1 g dzxas

Install

Allocate drive space

— - —— y

sdait (ntfs) Wl sdaz(ntfs) M sda3 (exta) sdas (unknown) Wl sdac (extd) W sda7 (linux-swap)

104.9 MB 162.1 GB 524.3 MB T8.6CB 499 1 MB 200GH
Device Type Mount point Format? Size Used
fdevisdas 643 MB  unknown

JfdevfisdaT swap 1998 MB  unknown
fdevfsda8 ext4 f 9999 MB  unknown
Jdev/sdag extd4 [home 68209 MB  unknown

Change... |Delete | Revert

Device for boot loader installation:

/d Ev,f'sdaﬁ[:i s

Quit Back Install Mow
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Thu Nov 28, 5:47PM &

Prepare partitions

{(BackTrack) yo (guos cyimd 5l 51 o dzeasis

(ntfs) M sda3 (ext4) W sda%(extd) [@ sdalo (linux-swap) B
] 524.3 MB 499.1 MB 2.5GB

sda

Device Type Mount point Format? Size
~ [devimapper/UH-home extd | i |

napperfUH-root
vimapperUH-root  exts 20971 MB
napper/UH-swap
apperUH-swap swap 3154 MB
105 MB
nifs 23582 MB
extd 524 MB
493 MB
swap 2498 MB
ext4 f 25999 MB
ext4 25976 MB
31453 MB
293593 MB
224393 MB
13555 MB
77968 MB

ext4  /boot

=vfsdad

New Partition Table... Revert

StepSof 8

Used

26239 MB  unknown

UnKnown

unKnown

unknown
54 MB
UNKnown
LNKNOWN
UNENaWn
UnKnown
28323 MB
50506 MB
2226 MB
3965 MB

unknown

Back | Forward |

03,5 i oY 45 (2585 () (gl duze |, BaSY-BCD U5 Jolpo g waly YU joadag 5l wuly ccuad 51 amy (o (¥

b ploxil suzxe Wl

et EasyBCD 2.0.2 - MNeocSmart Technologies

=N BT >

@ Rename

[J Delete

File Tocls Help
EasyBCD Toolbox Fcdify Menu Entries
| B view Settings | | T Up | Down
= : Entry
&’i Edit Boot Menu
Windows 7

Fedora 15 {Lovelock]
e Add Mew Entry I}

ﬁ Advanced Settinas

:E_‘ - BCD Backup/Repair

Default
il ves
Mo

EBootloader Setup

Timeout Options

. o | Skip the boot menu
Useful Litilities

48

8 Boot default OfS after |30

seconds

| p Sawve Settings
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[l -E- ]S

-

¥ EasyBCD 2.0.2 - MeoSmart Technologies

File Tools Help
EasyBCD Toolbox Operating Systems
|_f:'-f'." Windnws_l A LinuxBsD | K r-.ﬂacl & MNeoGrub

B view Settings
Type: |GRUB 2 |

Ubuntu 11.04 {Matty Marnwhal)

=,
A, Edit Boot Menu M

Device: (utomafically configured)
&% Add Mew Entry
& Add Entry ]Ls

@ Advanced Settings

Portable/External Media
(3 WInPE | (i Virtual Disk | (5 150 Boot | (3 BIOS Extender|

;_." -+ BCD Backup/Repair

)

Type: |w1r\-1 Image (Ramdisk)

; EBootloader Setup
MST WinPE Image

Mame:

S Useful Utilities

Path:
[] EMS Enabled [ Force portable entry
Add Entry

-

=N EOR =

-

B FasyBCD 2.0.2 - MeoSmart Technologies

File Tools Help
EasyBCD Toolbox Muodify Menu Entries
= : E a i ¢
g View Settings ‘ 1 Up ‘ Deown ‘ @ Rename ‘O Delete
5, : Entry Default
. Edit Boot Menu
Windows 7 El Yes
Fedara 15 [Lovelock) M Mo
&5 Add Mew Entry Ubuntu 11.04 {Matty Narwhal ] Mo
@Advanced Settings
E‘.‘: ECD Backup/Repair
: EBootloader Setup
Timeout Opticns
== o [ Skip the boot menu
» o Useful WUtilities 3
L5l Boot default 05 after (30 = ceconds

E! Save Settings
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Windows Boot Manager

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

wWindows 7
Fedora 15 (Lovelock)
buntu 11.04 (Natty Narwhal)

Tools:

windows Memory Diagnostic

: Netinstall (URL method) & b ;I CentOS cua

1GB :&9) U"‘ ‘sb.g )Lu S)g0 RAM Jﬁ‘u\a Naass

12-15GB : g, (| cwai gl 9 oY slad JBlos oV 4SS

DS Sglilo 1y a5 090050 P sl ool g9, p] 3l cent-0s cuai gl Lol ()

P YY &ly
http://ftp.linux.ncsu.edu/pub/Cent0S/6.4/isos/i386/Cent0S-6.4-i386-netinstall.iso

:wS wlxsl [CD/DVD]-Rom Drive  poiwaw g3 31 9 03,5 &uly CD/DVD 59y 3 1y ol (¥

“Removab le Dewices
*Hard Driuve

Netuork boot frosm AMD An?SCI70A
MHetwork hoot from AMD Ae@SCTH0R #2

“<Enter Setup>
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1 35 gl ol (¥

Helcone to Centds G.8%

all or upgrade an ¢

with bas

Rezcue installed spstem
Boot from local drive

Press [Tabl to edit options

Automatic boot in 55

CentOS 6

Community ENTerprise Operating System

skip ol (F

e lcome to centos For

Dizsc Found

To bhegin testing the media before
installation press DOK.

Chopze 3kip to =skip the media test
and start the installation.

ween elements

URL wlxs! (&

e lcome to

Installation Method

What type of media contalwns
the installation image?

Local CD-<DUD
Hard driuve

HFS ﬂlrecturi

51
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Hetwork lng Device I

You have multiple network devices on this system.
Which would you like to install through?

~thB Ethernet device ethB B8 ;B

11t-Tahy betue

» centos For 1386

irat ion (DHCF)

support

vkic neighbor discowery
Dynamic IF if iguration (DHCFWE )
Manual confl iguration

1lt-Tab> betwe

Jol JB o o 50 ) url ole (A

for 1386

{ URL Setup }

Please enter the URL containing the centos
inztallation image on your server.

i rrors . centos .

Enable HTTF proy

11t-Tah> betuween elements i acer» selects

52




bl img BB Sslom Jb 50 R

| Retriewving

Retrieving Aproduct . img. ..

<Aalt-Tah> bhetween elements i

S ol 1y 095 by wub g (V¢

e lcome to centosz for 1386
Language Selectlion

What language would you like to use
during the installation process?

Catalan
Chinese(Simplified)
Chinese(Traditionall
Croatian

Czech

Danish

Dutch

{Aalt-Tah? betuece

15905 OL) o (N

elocome to centoz for |386
Keyboard Selection

Which model keyboard iz attached
to this computer?

= lovene
Sr-cy
sr-latin
sw=latinl
tryg

uk

tAlt-Tah? between elements i { elects (F1Z2» next screen

|




time/zone ol (\Y

fAizia-Tashkent
Azia-Thilisi

AsiasThimphu
Az iasTokyo

<Aalt-Tab> betuwcen elements

10S sl 598 password g user g (VY

e to centoz for 1386

{ Root Fazsword |
Pick a root password. You must type it

twice to ensure you know it and do not
make a typing miztake.

FPazsword :
Pazsword (confirm):

{ilt-Tah? between elements

iyl Ol gl s 35 Y L (Y

:use entire drive .|

WS o0 oolaiw! cuai (gl Lol 85 plod

replace existing linux... .o

S gid (5 Jole i 5555 b (€eNt-05) iwd ] o Jlo 50 45 Lodh i OS oo 350 >
:use free space .z

08 s gl Som s ol3T glasd ol

54
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e | come

e | come

to centoz for 1386

Fartitioning Type

Installation requires partitioning of your hard drive. The
default layout iz switable for most users. 3Select what space
to uze and which deives to wuse as the install target.

Use entire drive
fieplace existing Linux
Uze Free space

Which driveis) do you want to use for this installation?
B192 HMBE (UMware, UMuare Uirtwal ) |
[=] =db ZB488 HE (UMware, UHware Virtwal 3 n

~ction » Add drive

:Write changes to disk il (0

to centoz for 1386

Writing storage conf iguration to disk

The partitioning options you have selected will now be written to
dizk. #Any data on deleted or reformatted partitions will be lost.

Go back

e lcome

{ilt-Tah? between elements

S Ol 1y reboot Colyi 5o 9 09 plxil OS ceai Jol po U 0udS juo gww (V7

to centoz For 1386

| Complete |
Congratulations, your centos installation is complete.
Flease reboot to use the installed system. Hote that updates may

be available to ensure the proper functioning of your system and
installation of these updates is recommended after the reboot.

=

<Enter’> to exit
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10w 3,19 OS yuwl YU 51 aws 1y &yl 0599 axsLw LS 45 password g User (VY

Centds Linux release 6.8 (Final)

1. ibdEh on an iGB6

netinstall g, 4 0S cuai jo 500,55 b ST

http://www.if-not-true-then-false.com/2010/centos-netinstall-network-installation/

http://www.linuxhOst.net/howto/centos5

http://www.howtoforge.com/how-to-do-a-centos-6.0-network-installation-over-http

: Minimal Installation (Network Configuration) s ,b ;/ CentOS cuas

Sl 4 9 S g2y Command (5 )b 51 1) Oloadadd (6w S il bl o5 Ogli I b cadily (oo b i ;500 S
D Jo Lot JSiieo b 0 asLs1 OS

WS Jos iy Jol o @b wled (oo cdtlils JSlio il (g (2] o S

S Cdd

Ping google.com

Ping: Unknown host google.com
ol oS Jlos! 1y Ol os au b Lo
vim /etc/sysconfig/network-scripts/ifcfg-ethO
Do g [y G095 ip static AP ADDR=X.X.X.X gel>  ysms
S o0 |y ip Router . GATEWAY=y.y.y.y solo (wrw
M9 1) 99y ) o Lol 4l &)l MAC-address ouils  os 45

ifconfig eth0 | grep -o -E '([[:xdigit:]]1{1,2}:){5}[[:xdigit:]1{1,2}'

56
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L < S mac-address HWADDR="your mac address sol> s

WO pudi o 1) BBl Wb aslol 5o
vi /etc/sysconfig/network
GATEWAY =y.y.y.y

oS Reset 1) aSol w9 yw b

/etc/init.d/networking restart

ping google.com

PING google.com (173.194.67.138) 56(84) bytes of data

64 bytes from wi-in-f138.1e100.net (173.194.67.138): icmp_seq=1 ttl=49
time=7.88 ms

64 bytes from wi-in-f138.1e100.net (173.194.67.138): icmp_seq=2 ttl=49

time=7.13 ms

http://community.spiceworks.com/how to/show/57482-centos-minimal-install

http://architects.dzone.com/articles/centos-minimal-installation
http://www.idevelopment.info/data/Unix/Linux/LINUX AddGNOMEToCentOSMinimallnstall.shtml

:Minimal 5g; 0 JolST g 20 o syl pl o 5 aslsl
L OS Slwyj9,4 ()
yum -y update
i o Jlos!l gl poimws Reset (Y
reboot ,giwd
2y Gyl ceas (¥
yum -y groupinstall "Base" "Development Libraries" "Development Tools"
. reboot ;giws (f
WS gloiol [y 323 Hgowd o (12
nslookup www.packtpub.com

nslookup www.irsecteam.org
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Py g (O

yum -y install firstboot

Dy (¥

chkconfig firstboot on

.reboot ;giws e (Y

: KickStart 3 ,b ;/ CentOS cuas

234 o KickStart (pf 095 45 wbl (o0 WSoid o @j9 plod cuad yo sl 43,2 o o9 51 (9 09 o
Dgud (o0l (gOUR0 b as Ll

CentOS (mmod Jio (S ghdd 22395 (ki dlgs (o0 Lo ailS (f )3 145 sl (B9 (T ooliiusl ¢ 530 55 5 51 (S
1510 995 (183 50 Jo ol 95 ( Jol 6lT 5o Lol amlod i 395 S8 il )8 e (52 59 12 )

(Single-task) cuai s5lp Go-(59- 6> v ;I eolaiw! (I

(Multi-task) sl 05,5 5 995 (Lol 2585 59, 5 &5 (§9-69-8 (R 3 esliwl (@

s aplgs Lo ey ST el baid 5 ol Jo

:Jo ol

Sl et (2 50 &5 (ol 51 00litwl b g 9 00,5 i 395 H9 0 59y 12 ) &8 (2l Ll S ol (U Lo
239 395 Cuai 4y pludl Heiwd b SO L hild g b piewaw 5503 595 p 9 035 (5 1y ol Wl ools plxil o
S 393 A5 5590 (puS gl

092 9 plodud g od,5 sglils you-tube jl old 6w SO g5 oo (rnod 41 .09 2 Vb OLS oz w2195 (03 92
w23 (03 518 (adbio T 390 50 Lxiyl o ol gudly juz don b oS 5o

e

http://www.youtube.com/results?search query=centos+kickstart+installation&sm=

http://www.youtube.com/results?search query=install+centos+via+kickstart+installation&sm
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|

el 0810 s gl JolS job 4 | Kickstarat cuai g (59, £l9l 35 b culw

http://modlearning.com/linux/building-a-kickstart-server-centos-5/

http://www.openlogic.com/wazi/bid/188083/Automatic-Cent0S-6-0-Installation-With-Kickstart

http://www.nathanboyce.com/automatic-centos-6-installation-dvd-with-kickstart/

http://sysadmin.compxtreme.ro/pxe-bootkickstart-centos-6-3-install/

http://venkataraoss.blogspot.com/2011/02/kickstal -server-in-10-steps.html

http://www.server-world.info/en/note?o0s=Cent0S 6&p=pxe&f=3

:J9|Jaa.73 ‘50).3)15 ‘_gl.as_ﬁ;ﬂ.!

http://askubuntu.com/questions/88384/h« -can-i-repair-grub-how-to-get-ubuntu-back-after-
installing-windows

http://www.linuxbsdos.com/2008/11/17/linu _-logical-volume-manager/

http://www.techotopia.com/index.php/Installing CentOS 6 with Windows in_a Dual Boot Env
nment

http://www.techotopia.com/index.php/Installing CentOS 6 on_ . Clean_Disk Drive

http://www.linwik.com/installing_centos

http://jadelinux.com/installcentos.html

http://landoflinux.com/linux_install centos 64.hti
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P9 Jasd

CentOS <y oo 9 Gu—u S
) 395 o) el aoldl uaplas (co Jbo pw g 00lol (o (W1 g sl 0ulid 9y 4y 9y (MSCio b Jol Juad 50 p,lgucmal

Fado g )yl by & Chpisl o a5 o Cwond g 010 w295 syl centos L I o9z 8590 j0 Jad (w50
WSS axlllao g dxsl o Jilod O ygee j0 liwgd 895 U @m0 (o0 51,8 ST s Gl 0ull 0010 by

: command-line interface) 4l 8 ks Wl L ,E
DS 5148 35 LS )l o b dilgi (oo oy 30 4 Sl Jawxo S diwgy lod b (shell) L
125 IS 50 JUae s SO e Lo o

iuan@srvi-manila~]$ alEreza azimzadeh
| alimp3

type of user
present working directory
host name
current working user

Figure 2-1. Dissection of the command prompt

RO (o0 Tud g Cawly 4 o
WS 0 askiinn Lo (6l |y Cowl i 3l soliiw! Jb> jo a5 Jx8 5399 :juan
Al oo Lo (hoStname) Cowld ! 6U0aS (i g 0 Iz 4399 31 @ L :srvl-manila
MBS oo L A 158 T 40 Lo 45 o 1
Al o0 (FOOT) ot g3 00 (ylod b Losdh cww yiwsd el oidd yLii 1 # 1 $
whoami :0.oS eolaswl ) jeiuwd I 415 ol ausds gl
[juan@srvi-manila ~]$ whoami
juan

S oolaiwl ) jokws 3l root v a4 8, gl
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[juan@srvi-manila ~]$ su - root
Password:
[root@srvl-manila ~]# whoami

root

ot H5 b 50 ((ow pwd o9 VL) FoOL ylaie 4 Ll centos 6.X ;0 (o iy job 4 1SS

:FileSystem l;>1
1S Ao ) Colw & (@380 Gl g jLSle opl 61321 b LT 6l p

http://tazik.ir/139 %8C

:(YellowDog Updater Modified) YUM L b aiws Co o

0939] Cawd 4 9 cudl (B> ol (W KT (6l 4T Wbl (o0 CentOS 55 b S Olygiuws op e 31 (SS9
WD o el b aws 5 Lledbl

: (update) powaw Slwy 394

(U dituany (3055 Commad) o b 0510 3929 Lowlds dsums 31 (655 59,37 ddkanny LT 45 9 A g Ailgi (oo 05 sgsmd b ()

yum check-update

Loaded plugins: fasteastmirror, refresh-packagekit
Loading mirror speeds from cached hoatfile

* base: anorien.csc.warwick.ae.uk

* gxtras: anorien.csc.warwick.ac.uk

* updates: mirrer.rmg.io

Setting up Update Process

Ho Packages marked for Update

1S oolistusl 313 9w 3 audlgl (oo Coyl (6l (2 Al 0929 Wy yo (F
yum -y update L yum update
WS oo o] 4 pludl Lowdime oy 31 Jlgw gy Y AT

:dusS Restart |y 095 pocwaw Wb Slwy 590 5052 51 o 0l w.»T G aiws Jib gl Y ASS
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yum update

Transaction Sunmary

reboot :jgwo b

= T B B N B BB N R O NS R B R IR BTN B B N e

Imstall

UTpgrade

Total doewnload size: 86 M

1 Package (=)
14 Packagei{s)

Is this ok [y, /MN] =

yum update package-name

yum update package-namel package-name2 package-nameN

yum update yum

yum update openssl sshd httpd

i e ol s (Sl j9 (V

ey 9 (Sl j9 9 N JLo

ioloyod jeb 4 dlws iy (Jlw) 95 :T Jlo

:yum L (cache) s 3Ly

Ol walgs pul8l 1y )5 Cac g S5 (9] 8929 O)la0 3 (LS ;0 a5 b aws 9 b oold Wb g jI S SO yum
Dgr (6,105 ,)b duzmo g 09 JB S a5 Cawl oY &Blgo oam j0 bl )l o 0g>

yum clean packages

yum clean metadata

yum clean dbcache

yum clean all

S Jos 5 Ol ygiwd Gub

WS oo (JB T 51 b a4 bgr o leMbl y1 5 je5ms ()

WS o0 JB S 511y XML-Based metadata 4 bgs o Oledbl gy jeiuws (Y

WS (o0 JB S 51y eudh S el s b L 4igS a1y jeiws (V
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H(Sgah (o0 Al g us S Lyl j3).Comd YUM S Suzre il cddo po o3 531 (O

yum makecache

:Yum-Cron ,Ipl L Yum 5095 Slwy j9
ol S eolisiw! yum-cron il 3l awile oo dwds plul 1y o] Jos Swd O yguo 4 bl jgazxo a5Ss! (gl
S (o0 (3] (§Il oy 5 i 4 Bl 5 ol po G el ol Lo milannsns (593 32 (P ey 3k 49 134!
Hlplewas ()

yum install yum-cron
ot g g9 oD Il g0 S Jled (Y

chkconfig yum-cron on

ot (g D2 3l a3 5l (0,8 gl (Y
chkconfig yum-updatesd off
2y oo 005 Jbd e (F
service yum-updatesd stop
S Sl | yum-cron Hlpl 3o 1) Ol jpodd (6w SOl el 50 (O
vi /etc/sysconfig/yum-cron
1S 0,09 13 LT 513 b Widgui 45 (T ygu0 50 S Iy [y 105 L (o g (7
ERROR_LEVEL=1
MAILTO=your_email_address_here

30 s by sl 51 G atdlds oG plp o lade duilgins ol 45 bl o0 ¥+ U) s gous error_level ) auss
Wigs Jlwyl gyl ol 4 b pliy 45 s gin [y G3g3 ol Juosl o2 Mail to Coomnd jo ¥ AT
oS JUad o e (o D92 53 |5 YUM-CON (s g pow 3y (¥

service yum-cron start
Dygiad m 51 50 (A

yum update
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. |
tyum b B aiws s
DS i |y s wir b SO o jod wilyl (0

yum install package_name

yum install package_namel package_name2 package_name N

HJle
yum install openssl

Y Jlw

yum install openssl ssh httpd

tyum b b s B>

yum remove package_name

yum remove package_namel package_name2 package_name N

HJle
yum remove wget

Y Lo

yum remove wget openssl|

ryum b b aws (g9

FS 0oLl y1 5 ygiuwsd 31 ilgs (oo S b 0,10 0923 LT wuilay wsdlgs (o0 g s Io Hi w1 (g dss ST
yum search keyword
el 48y 51 88l 03l LT 5o b dsws 1V JLio
yum search ssl
(bl ol b B9y (5 331 9 Sz &) ol iz SlalS S50 315l 03l 45 3 bb s ¥ JLko
yum search ssl | grep ssl

t @Yl Jlwo g0 axs
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Ud H d d d LyLesheel

: r/decoder for the Free Lossless Audio Codec
<rb5-pkinit-openssl.i686 : The PKINIT module for Kerberos 5
m2crypto.i686 : Support for using OpenSSL in python scripts
mod nss.i686 : SSL/TLS module for the Apache HTTP server
openjade.i686 : A DSSSL implementation
openssl.i1686 : A general purpose cryptography library with TLS implementation
openssl098e.i686 : A compatibility version of a general cryptography and TLS libran
stunnel.i686 : An SSL-encrypting socket wrapper

Name and summary matches only, use "search all" for everything.
[root@localhost ~]#
[root@localhost ~]#

yum search ssl | grep ssi
N/S Matched: ssl ==

_ SSL/TLS module for the Apache HTTP Server
nss_compat_ossl.i686 : Source-level compatibility library for OpenSSL to NSS
nss compat ossl-devel.i686 : Development libraries for nss compat ossl
openssl-devel.1686 : Files for development of applications which will use
openssl-perl.i686 : Perl scripts provided with OpenSSL
openssl-static.i686 : Libraries for static linking of applications which will
gca-ossl.1686 : OpenSSL plugin for the Qt Cryptographic Architecture v2
gpid-cpp-client-551.1686 : SSL support for Qpid clients
gpid-cpp-server-ss1.i686 : SSL support for the Qpid daemon
docbook-style-dsssl.noarch : Norman Walsh's modular stylesheets for DocBook

i : An encoder/decoder for the Free Lossless Audio Codec

5-pkinit-openssl.1686 : The PKINIT module for Kerberos 5
openssl.1686 : A general purpose cryptography library with TLS implementation
openss1098e.1686 : A compatibility version of a general cryptography and TLS
[root@localhost ~]# ||

M= rantiRilaealhack. <

5 oily o sl iy (2 iy 42 4 )21 s 5 s 5Tyt Lo S5 5 )90 dsns 45 ily nblgd (oo ST NS
gl oolaiwl 25 g
yum deplist package_name
yum deplist openssl
el oolistwl 5 giwd I ol il cuad Lo i (59 (2B i 4t &5 (] (gl g (Y ASS

yum list installed | less

tyum gl p Jxo 3o Colw

3 Lo (yg2 D10 idgS 15 uiS o 59Lils 1y centos DVD 4aS 8g iy ylo Ll a4 L Lo a5 b a3 Jus
3OS i 00y T 30 1y (ol A SulgBs 51 A5 0y I EMbI ¢ uS o soliiwl A gl G Ay i gl Ladd ]
395 AYUM oswd b1y o e § S dts 3] s as plaBl wuilgs oo Lol g 3410 1,8 DVD ¢l 895 515
il 55 01 walgs dgi JUio b il Sl 09290 Ay 3T 51 45" (g1 dins

yum install ;gws I lasyl 5o (0udS cuai 395 o 50 1) PHP @ by o (gbd aius pudlsd 0 o L] o 1 JL
3045 g oy 6yl 4wl o 4 disly (b aims 9 PP o (61 Lo jgimwd cnl 51521 b .p0 S soliiuul php
P (o0 3§ S
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aln U0

File Edit View Search Terminal Help

---> Package php-cli.i686 0:5.3.3-27.el6 5 will be installed

---> Package php-common.i686 0:5.3.3-27.el6 5 will be installed

--»= Finished Dependency Resolution o =
g - ALi-Mp5

Dependencies Resolved AzimZadeh

Installing:

php 5.3.3-27.el6 5 updates
Installing for dependencies:

php-cli i686 3.3.3-27.el6 5 updates
php-common i686 .3.3-27.el6 updates
Updating for dependencies:

openssl 1686 .0.1le-16.el6 5.4 updates

Install 3 Package(s)
Upgrade 1 Package(s)

Total download size: 5.4 M
Is this ok [y/N]: |

S SO HU (! (6l S soliiwl gl 00 )5 0glilo a5 DVD centos ;o 84590 b diws 395 5l pudles o L Y
:CQan|p}Y‘ﬂ5

Clo JS15 50 DVD solisw! ady 38 a5 osS Cdo o plxil [ )15 (ol adles o il piilo jo )51 14
bl 03,5 ol 1 5 jloxo

S (0 o9 p2) o 421, DVD laul yo

mount /dev/cdrom /mnt
Vb Hgwd asis
mount: block device /dev/sr0 is write-protected, mounting read-only
el (30 S Wb Y
vi /etc/yum.repos.d/centos6.4.repo
S o5 o o 1) 25 Ohle
[CentOS6.4-Repository]
name=DVD-Cent0S6.4 repository
baseurl=file:///mnt

enabled=1
gpgcheck=0

10 55T 30 9 IW sy gy dll 50 5y 5Ly 1) 0920 ESC s
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|
WS (oo oS |y ok 1B =W

Dgs o0 Ty JL 3l g S oo 0SS 1y el 16 =g
TWO S g2 o 95900 (33 0 il (o0 1AIST

=

[CentOS6.3-Repository]
mname=DWVD-Cent0S&6.4 repository
baseurl=file: s/ var/fTtp/pubys/localrepo
enabled=1
L lgapgcheck=0

190 i CentOS-Base.backup 4 |, CentOS-Base.repo b wuwl 9 dugy ) juswo & dwlol jo ¥

cd /etc/ yum.repos.d/
mv /etc/ yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.backup

gt b Gl 00,5 podd ol Lol b a5 0o g cyiodao B ausS ool Is jguws 31 ¥

:¢udoaﬁ‘u5Luﬂ&‘;ban}iogmeﬁU¢|pm|ﬁ”i?J&£45¢¢qug:4z§8
=l root@localhost:/etc/yum.repos.d

[root@loc 1! bst ~]# cd fetc/yum.repos.d/

[root@loca "UST yum.repos.d]# 1s

centos64. repo Cent05-Debuginfo.repo.b Cent0S-Vault.repo.b
Cent0S-Base.backup Cent05-Media.repo.b

.repos.d]#
3 .repos.d]#
allhost yum.repos.d]#

ahost yum.repos.d]# l azimzadeh

taeS (o0 00laiwl ) yeiwd jl Lo L (S s Iy PHP acws puiils vuad Lo Jlwo ol 50 .0
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yum install php
S T i g ol (g ol 31 aile (g0 310 L e 4 [y (3 Aaa 4SS
e i gl Cdl> ) (350 el b0y F
mv /etc/ yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.repo
S ool Ol ygiuws jlasl coled yo Y

yum clean all

yum update php

---= Package php-cli.i686 8:5.3.3-27.el6 5 will be installed
---= Package php-common.i686 ©:5.3.3-27.el6 5 will be installed
-->= Finished Dependency Resolutio

L2

yum update php

Dependencies Resolved

Installing:

php G f .elg 5 updates
Installing for dependencies:

php-cli 1686 5.3.3-27.el6 5 updates

php-common i686 .3.3-27.el¢ updates
Updating for dependencies:
openssl i686 .0.1e-16.e16 5.4 updates

Transaction Summary

3 Package(s)
1 Package(s)

Total download size: 5.4 M
Is this ok [y/N]:

S Azl po p ) Colw 4 ailg (0 YUM O g0 0 yidion leMbl cons gl

http://yum.baseurl.org/wiki/Guides

: (Remi ¢ EPEL ) CentOS g0 43l

i 1y gl Losis gy 855 0,La0 (4T 1 Caound (1 ly0 lgd (o0 A5 diud (330 (53 38 33l g 31 (S (3 50 99 ()]
g e 1y p3¥ ooliiunl 3,15 0929 Ll jo 45 (Al (Gl dns 51 9 S

69




2 |
L EPEL (350 o

WSS i Ol ygriwd ol alaxd 2 50 Cawl Sow (ye 1SS
S gy ) B o Ol puid

P g 00,5 axxlpe wi Colw a4 wuilyy oo Lo

http://dl.fedoraproject.org/pub/epel/ |

rwget HIpl cuas )

yum install wget
POy cwai g oghils LY
sudo rpm -Uvh http://download.fedoraproject.org/pub/epel/6/x86_64/epel-release-6-8.noarch.rpm
@ 1, "X86_64" Cuowud

DB gxs "i386 " ¢ 32 559 oebils (gl p A

Index of /pub/epel/6/i386 - Mozilla Firefox

File Edit View History Bookmarks Tools Help
) how to insta... “@Firefox 26 R... [| How to setu... U ~ How To Inst... H@Installing R... | i iIndex of /... X [ =8 | ~
4 | difedoraproject.org/pub/epel/6/i386 ~ 2 8- 2
emacs-systemc-mode-1.336-1.el6.1686. rpm 08-Nov-2010 16:34 b6.6K RPM Paja
emacs-vala-0.16.4-1.el6.noarch. rpm 16-Mar-2011 16:20 23K RPM Pal
emacs-vala-el-8.10.4-1.el6.noarch.rpm 16-Mar-2011 16:20 14K RPM Pa
emacs-verilog-mode-531-1.el6.ncarch. rpm 01-Jul-2010 21:45 149K RPM Pa
emacs-vregs-mode-1.463-2.el6.nocarch. rpm 09-Jul-2010 01:17 6.6K RPM Pa
emacs-w3m-1.4.435-6.1.20110225cvs.el6.noarch. rpm 01-Aug-2011 21:54 425K RPM Pa[%
emacs-w3m-el-1.4.435-0.1.20110225cvs.el6.noarch. rpm 01-Aug-2011 21:54 409K RPM Pal
emerald-©.8.2-3.e16.1686.rpm 06-Apr-2011 19:46 294K RPM Pa
emerald-devel-8.8.2-3.el6.i686.rpm O6-Apr-2011 19:46 13K RPM Pa
emerald-themes-0.5.2-5.el6.noarch.rpm G6-Apr-2011 19:46 1.2M RPM Pa
enca-1.13-1.el6.i686. rpm 01-Jul-2010 21:46 98K FRPM Pa
enca-devel-1.13-1.el6.i686. rpm 01-Jul-2010 21:44 24K RPM Pa
engauge-digitizer-5.2-3.el6.1686. rpm 14-Nov-2013 16:58 297K RPM Pa
engauge-digitizer-data-5.2-3.el6.noarch.rpm 14-Nowv-2013 16:58 4.7M RPM Pa
engauge-digitizer-transpose-5.2-3.el6.i686.rpm 14-Nov-2013 16:58 19K RPM Pa
eot-utils-1.1-2.e16.1i686. rpm 06-Mar-2012 17:51 16K RPM Pa
pe 2-65-F C ] ] )12 4 RPM Pa
epic5-1.1.6-1.el6.i686. rpm 01-Aug-2013 18:15 503K RPM Pa
epson-inkjet-printer-escpr-1.3.1-1.11sb3.2.e16.i686.rpm 07-Jan-2014 21:51 1.4M RPM Pa
epstool-3.08-2.e216.1686. rpm 16-Jan-2012 17:35 126K RPM Pa
epylog-1.0.7-1.el6.noarch. rpm 14-Feb-2012 21:28 147K RPM Pa
epylog-perl-1.8.7-1.el6.noarch.rpm 14-Feb-2012 21:28 14K RPM Pa
eqntott-9.0-2.e16.1686. rpm 01-Jul-2616 21:48 21K RPM Pa
erfa-1.0.1-1.el16.i686.rpm 15-Nov-2013 17:07 113K RPM Pa
erfa-devel-1.0.1-1.e16.i686.rpm 15-Now-20813 17:07 9.1K RPM Pa
ergo-3.2.1-1.el6.i686.rpm 22-Nov-2012 15:51 1.4M RPM Pgl
ergo-doc-3.2.1-1.el6.noarch.rpm 22-Nov-2812 15:51 1.9M RPM Pa
eric-4.4.19-2.e16.i686. rpm 14-Jun-2012 23:48 7.9M RPM Pa.
m [ B

Ol gt oy 351 9 00,5 axzlpo ) Colw 4 duilyl oo Lol oS pudd jgsuwd oyl alaxd

http://rpms.famillecollet.com/enterprise/

:Q}ﬁu s g .>5J.5|~> A
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sudo rpm -Uvh http://rpms.famillecollet.com/enterprise/remi-release-6.rpm

et gt 1y 315 Olygswd (4350 90 & Cuai jlam Y
cd /etc/yum.repo
yum clean all

yum check-update

yum update

[root@localhost yum.repos.d]#
[root@localhost yum.repos.d]# sudo rpm -Uvh http://rpms.famillecollet.com/enterprise/remi-rele
-6.rpm
Retrieving http://rpms.famillecollet.com/enterprise/remi-release-6.rpm
Ing: /var/tmp/rpm-tmp.RLNTmM: Header V3 DSA/SHA1 Signature, key ID 00f97f56: NOKEY
Preparing. .. S R R R R [100%]
l:remi-rele R [100%

[root@localhosl yum.repos.d]#
[root@localhos MEEG_G_———| h
centos64.repo.bk Cent0S-Debuginfoi™™epo Cent0S-Vault.repo epel-testing.repo

Cent0S-Base.repo Cent0S-Media.repo epel.repo remi.repo

[root@localhost yum.repos.d]#
[root@localhost yum.repos.d]# yum clean all &
Loaded plugins: fastestmirror, priorities, reWmesh-packagekit, security

Cleaning repos: base epel extras updates
Cleaning up Everything
[root@localhost yum.repos.d]# ||

hid waiils oS gl Sl 590 L g L Ay a5 IS 5l 350 99 (ol edd T o Canl (S 1SS
S 1,211, yum update L yum check-update giws ;L 10-Ve cawl S

[root@localhost yum.repos.d]# yum check-update
Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile
Could not get metalink https://mirrors.fedoraproject.org/metalink? repo=epel-&&arch=1i
386 error was
14: PYCURL ERROR 6 - "Couldn't resolve host 'mirrors.fedoraproject.org""
* base: repo.boun.edu.tr
# gpel: epel.mirror.srv.co.ge
*= extras: mirrors.prometeus.net
# updates: centos.fastbull.org
Error: Cannot retrieve repository metadata (repomd.xml) for repository: epel.
verify its path and try again
[root@localhost yum.repos.d]# yum check-update
Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile
epel/metalink
* base: mirror.crazynetwork.it
* gpel: ftp.riken.ijp
* extras: mirrors.prometeus.net
* ypdates: ftp.otenet.gr
epel .2 k
Spel/primary db 24% [==== 8 kB/ 2 P B2:85 ETA

S dx>l o g5 sl Colw a4 wuilgl (0 B (350 590 0 iy SleMbl oS (gl
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http://blog.famillecollet.com/pages/Config-en

http://wiki.centos.org/AdditionalResources/Repositories

http://sourceforge.net/projects/flexbox/files/?source=navbar

1l i g b yulgh iy yro
oolastw! Wl ygiuws 3l a5 099 dablgd Hlali ey Hlud (50 58 (o yiwsd Lo &5 (oD 0399 4 Ho o SO b I ol 50
PSS
B (o0 Tad g gt axlgo JSho b 095 H9 w0 9 CLS (I b )1 (> 50 aSCul slp 1) miee ol ygiws
:pwd jews ()
root@localhost ~]# cd /home/
root@localhost home]# cd alimp5/

root@localhost alimp5]#
root@localhost alimp5]#

root@localhost alimp5]#
root@localhost alimp5]# pwd
'home/alimp5

[root@localhost alimp5]# [}

cd jeuwo (Y

99y 0 ) U yrmo junii (5l

cd /etc/sysconfig
e jalgd Sy 4 S ol
cd ..
:rootwgwx‘su
cd
S ,l0 I8 root jo o ey 1SS
:mkdir jgiws (Y
S (o0 o3l yulgd CLu (sl
thome yuo 4o julgd i Lo Mo
cd /home
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mkdir alimp5

S oolaiwl y 3 yokwd 3l sl judgd oF 4O oF Wygeo & wudleS (oo S

mkdir -p alimp5/irsecteam/salam

~1#
~1#

]
1# mkdir azimzade
~]# mkdir -p ali/reza/azimzadeh
~1# 1s

Documents install.log.syslog Public
alimp5.txt azimzade Downloads Music Templates
anaconda-ks.cfg Desktop install.log Pictures Videos
[root@localhost ~]# cd ali/reza/azimzadeh/
[root@localhost azimzadeh]#
[root@localhost azimzadeh]# pwd
Jroot/ali/reza/azimzadeh
[root@localhost azimzadeh]# |

:mv g (F
B9y 0 )5 4 WP SO oSl aly b g8 pul i (gl
N Jlo
mv alimp5/ /root/azimzadeh
¥ Jlo
mv alimp5/ /root/alimp5
1rm eiwd (O
09y o e yues g LU o5 Bis gl
rm irsecteam.txt

rm ali reza.txt pic.png
Y i g Sl 5o Ll b YL sbd JLo 5o
1S 0 Bdo H50g5 s adlal 1 -Rf ol )l 51 Lol

rm -Rf ali

rm -rf ali
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[root@alimp5 ~]# touch alireza

[root@alimp5 ~]# touch jafar

[root@alimp5 ~]# ls

ali Desktop install.log Music Templates
alireza Documents install.log.syslog Pictures Videos
anaconda-ks.cfg Downloads jafar Public
[root@alimp5 ~]# rm alireza

rm: remove regular empty file "alireza'? y

[root@alimp5 ~]# rm -Rf jafar

[root@alimp5 ~]#

[root@alimp5 ~]#

[root@alimp5 ~1# |}

crmdir jews (£
09 0,5 4 Jb yulgd Bd> sl
A0 (o0 pliy b 4 Wil JI> 51

rmdir alimp5
touch jgws (Y
De o0 oolawl b cole gl

touch Alireza
file jguwo (A

D 0 odliiwl s b canl JIB B vcon aCul 6l

empty Do g (o0 by (SIS ST
ASCI text JUUWEPL I IR U PRV

file Alireza

alil#
alil# touch alireza salam
alil# 1s

echo "hi" = salam
Tile alireza salam

empty
ASCTIT text
ot@alimp5 alil# |j

1CP youmwd (1

Dgd 0 (oS dado A louw 3l g Ogu o colawl b ulgd gy U S bl glp
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cp |M)~ML"’)‘>TWWL"’)°T

cp /root/alimp5.txt /Home/alimp5.txt

A2 o0 Lo 4y ouls plail 45 31 gy SO S Bl b ST a1y v ol sl (ST assS

root@alimp5 ~]# cp ali/alireza /root/alireza
root@alimps ~]# s /root/
11 Desktop  install.log Pictures Videos

lireza Documents 1install.log.syslog Public
inaconda-ks.cfg Downloads Music Templates
root@alimps ~]# ||

:find gwos (Ve

185 (0 (e Caomnd 2 (gl el (69,11 Hlows (32 39y (50 LU 4 b Lo gominer (g
find path pattern
(S 4y €930 FOOt 1 a5 Cawlimo (way [ Coodle ) gl o0 g9y alimp By L aS b b o g lod ) JLo
F(00,5 (o0 ol (s bo (g gaim U b a5 (ala o 0,5 lo (12 1) i plod g 05 (o0

root@localhost ~1#

root@localhost ~]# find / -name alimp*
‘home/alimp5/alimp5. txt
‘root/alimp5. txt

"tmp/alimp5.txt

root@localhost ~]# |

:\.\3)|\> )‘).é azim )Ajg.é Jé‘d )Q JalimpS O‘SJ.C Lg GS{lb &.Lé A0 QJ:*'.’.LA'; :YJLA-O

st ~]# find azim/ -name 'alimp5’
azim/alimp5
[root@localhost ~]1# |

TS g o O yguo (9 dilgl (0 (ko Hly8 olS julgd e jo ST ASS

[root@localhost azim]#

[root@localhost azim]# find -name 'alimp5’
./alimp5

[root@localhost azim]#

[root@localhost azim]#

[root@localhost azim]# find -name 'alimp*’
./alimp454545

./alimp546

.Jalimp5

[root@localhost azim]# |}
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Calh kS Voo 5l iy B il T oo 5 95 oo o X iy 3 b LT U a5 (o o6 s Sigled ¥ Lo

Cow|

[root@localhost azim]#
[root@localhost azim]# find -name '*.txt' -size +200k

Jalimps.txt ~ 500KB

Jalireza. txt ™=

[root@localhost aziﬂ# e 250KB

DS solawl ji not, or, and by Sloc jl uily o0 S 1SS

Aoyl b g ol 200KB 31 giow LT b b e g wiyls 41,8 azim (adbgs) wgd J3ls yo a5 oo bl vl :F Jlw
g (oo i IXE Wy @

[root@localhost azim)#
[root@localhost azim]# find -name '#.txt' -or -size +200k
.Jalimp5.txt

.[reza.txt

.Jalireza.txt
Jjafar.txt
[root@localhost azim]# ||

oS Azl po ) G Colw 4 uwilel oo find 550 yo pidies caeMbl 3551 Cawsd a5 (gl

http://www.codecoffee.com/tipsforlinux/articles/21.htm

http://www.hypexr.org/linux find help.php

recho gwo (1)

S (o0 00wl i lod b 9w (gl

b pelyl

1> Ceodle (A

B9 (g0 o0lil L5 3,50 BB & 955 ko 33,5 8L 51y

D9l (o0 ABLSI Louds (o 9 39 (o0 S bl Lo 18 S5 (Soke po (Sx 03 (o0 plamil ) (o 9931 Jios 1SS
1> Cadle (o

WS 0 o5 W00, i &S LB o 0 1) Ll (y0

23l o0 o (sl Lo oL b o8 SO (095 el aiihos 2929 Loy o6 45T 1axsS

S azgi 3 Jlo &
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=
wlasle Ldjlbasali b a"salam” po 0,5 adls

29185 oo hisyou 1y B0 T puwl Lol 9 0,105 9929 a5 LB S & "hi" e 0,5 adlsl

File Edit View Search Terminal Help

[root@alimps alil#
[root@alimps ali]l#
i alil# =
alil# azim/adeh
alil# = =
alimp5 alil# ali mp-
[root@alimps alil# 1s -1
total @
[root@alimps alil# touch ali

[root@alimps alil# 1ls

ali

[root@alimps alil# echo "salam”" = ali
[root@alimp5 alil# echo "hi" == hi-you

[root@alimps alil# 1s

ali hi-you

[root@alimps alil# cat ali
salam

[root@alimpS alil# cat hi-you
hi

[root@alimps alil |

TIPM L Ly dins Cu oo
DrPM jgtuwd
Ded o0 oolaiwl ccawlrpm (Lhdigun a5 o diws cuad (gl jeiws ol 5l
b o 1)L
WDgd o0 oo laiwl ddus cuas (gl i
rpm -i zlib-devel-1.25..rpm

s il (o> 30 (995 (NS (Slp awilgl (o yewd ol 3l coudh cuad Lol diiwy W gl pedae Al (gl i -V
S oolaw!

99y o0 ) d Lol i (59 31 At o Jos (4399 ol Caniign woyd ol e i bod g1y 2 -h

239 59 )5 4 s 93 5T (61 :-U

09y (0 I @ aws Bds gl p-e

1
0

D (o0 o3liwl 92 g (i SQ Sl (6l

]
[+)]

Sl oo (@ll) aod gLlro 4
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a |
1083 oo piulod |y Ay s 1 (oo  olig Laiid (999 03 55 i S 1y At 0 a2 ¥ JLko

[root@alimps ~1#
[root@limp5 ~]# rpm -i '/var/ftp/pub/localrepo/grep-2.6.3-3.el6.1686.rpm’
package grep-2.6.3-3.el6.1686 is already installed

[root@alimp5s ~]# rpm -ivh '/var/ftp/pub/localrepo/grep-2.6.3-3.el6.1686. rpm'

Preparing... AR [100%)]
package grep-2.6.3-3.el6.1686 is already installed

[root@alimps ~1# |}

rpm -ivh bison-2.3-2.1.1386.1pm azimzadeh

alireza
Listing 7-2. Installing a Package

Preparing... HHHHHHHHHHHEE R R R R [ 100%]

1:bison BHEHEHE SRR R R [100%]

w53l ol g cuad (5l oY (S A g Lol 45 Cawlizo (o s dlls Algo g ) uSe b AT (Jygu0 yo 1SS
1l 68 S5 uai 4l 8590

Warning: gec-4.1.2-42.e15.1386.1pm: Header V3 DSA signature: NOKEY, key ID 8562897
error: Falled dependencles:
glibc-devel »= 2.2.90-12 15 needed by gec-4.1.2-42.215.1386
1ibgomp = 4.1.2-42.el5 1s needed by gcc-4.1.2-42.e15.1386
11bgomp.s0.1 1s needed by gcc-4.1.2-42.e15.1386 azimzadeh

1S ol ) dws (radey lopod PM Hgiwd SO L dalyd (o0 1SS
rpm lib-deel1.2-5.0.rpm cgg-10.5.rpm .....cccvvurreerrnncrennenes
g 3 )5y F oo
rpm =Uvh gcc—4.1.2-43.el5.i386.rpm
s 3| i Ky > 18 ko
rpm —e zlib—devel
U adl wl (hogs o5 ud (gl dius SBio 4 pludl § assO b diny jluiciion 4 <o b diwy Sdo> 0,51 1430

1315 aplgs Jlas| Lok dy o 55900 (3] 30 g ya] 4K (g ddamny
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rpm —e zlib-devel

error: Falled dependencles:
glibc-devel >= 2.2.90-12 1s needed by (installed) gcc-4.1.2-42.el15.1386

TPM g2 5 oy Lo

25 ©lhgiwd 5l auled (o0 ¢ s b Sl ous ol e (59 12 QU 0y90 ddus 4T Ao (yhodao Lo &5 (B9
eSS 00 !
tyad b 3,10 3929 biSON dws LT auiliy pudlgs 0 ¥ Jlio
rpm —q bison
P Gl 00l it s )0 45 (9L At plod (40 5 S (5 0V JLio
rpm -qa package-name

o  laio ol p cp| a5 ol alls ol ay 3480 jeb s |y aiwn pb b Lol Sl ol 50 1SS

e o0 ooliml p b Ol ygswsd oyl S 5 3l ol oals 1y grep b 415 o390l Sd 492 ) ol

rpm —qa | grep keyword

Dntéalimpﬁ ~]# rpm -ga ssl
oot@alimps ~]#
oot@alimp5 ~]# rpm -ga | grep ssl

d ss1-2.2.15-29.el6.centos.1686
enssl-1.0.1e-16.el6 5.4.1686

s compat oss1-0.9.6-1.el6.1686
oot@alimp5 ~]#

1y s b o 3590 30 SleMbl (4 59T Caws &
rpm -gi package-name
rpm -ga bison
b o sl caws 4 (FLeMbl oyl 51 auples oo Lo g el il s Lo fpotuunsas (59 dimny 45 (T ygu0 30 1SS
s oolaiw! -qip Hgws
:A Jlwo
rpm —qgip yum-3.2.8-9.el5.centos.1.noarch.rpm
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[root@localhost Cent0S]# rpm -gip yum-3.2 8-9_el5._centos.1l._noarch. rpm

Name
Version
Release
AM PHT
Incstall D
Group
.5TC. rpm
S5ize
Signature
URL
Summary
Descripti

I oyum
3228
g.el5.centos .1

ate: (not installed)
. System Environment,/Base

2331786

Relocations:
Vendor :
Build Date:

Build Heost:
S5ource RPM:

License

{not relocatable}
Cent0s
Tue 18 Jun 2HEB 086:13:47

builderle.centos.org
yum-3.2?.8-9.215.centos.1

: GPLvZ2+

ODSA/SHAL, Sun 15 Jun 2008 07:23:03 AM PHT, Key ID aBad4idces8562B97
http://Linux.duke. edu/yum,

RPM installer/updater
an

Yum is a wutility that can check for and automatically download and
pdated RPM packages. Dependencies are obtained and downloaded
automatically prompting the user as necessary.

install u

[root@loc

alLnost Cent0s]#

Alireza azimzadeh

(adgs) Lo yadgd Whgimo (30,5 Camd

el Ob gizxo ya9d 6l g .0g0 0 solaiwl Is jgws

Is-la by b1 plod yaud gl p ) asS
Is-la/ :,uled ploi oo gl ¥ ausS

Is-a by b bbb oo Yauss

1wl 0010 sl [y udd o HLhd Lol 4 IS jaiwd &5 50,10 ) 5D

[ juan@srvl
total 138
AN r=-Xr-X
M= r-xr-n
drwer-Kr-u
dres r=xr-x

Joan@Esrvl-maniiac~
File Edii WView Termminali Tabs Help

-manila =]% 1s -1 /

2 root root 4896 Apr 24
4 root root 1824 Feb 6
9 root root 3688 Apr 2B
5

8% root root 12388 Apr 2B

[ —

18:
21
208
28:

28 bin
5% Doot
24 dewv
24 stcC

—

ali mp3S

file

date last modified

file size

group ownership

user ownership
number of links and directories

permissions
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yum install nano vi

vi azimzadeh.txt

Lo Cpa oS gy =yl do Caouw 4 (405 CS o>

1 byl =gl opdd g Jl 5lzsys

1! el =0l opsd o (Jl 3l zgy5

W byl =il 50 pailo g Julb 6y d

fali i oo [gomimer (o g = B 50 g2

g/alireza :fio g/ g (yo by = A 3)90 Al Gla g il 50 g
VY = Sl g gl B &S (gl )0 ke S 5l 6ol p (S

YW = dolS S (oS

o pind =o0gs Db a5 LB jo g ol

81

:file type 5,90 y0 Laid

: B o £l

Wbl (00 9 (KL (219990 S (ST oy b (b L Sl - o )
bl (0 ) 35 o) (3T 31145 grlr 30 ;15 0929 ;iler 1 Joaas Y

sl ol5 () Lr Sy &4 oo S (3392 553t 11 Joors -

V

o g1 B (s 9 e

b (Sl Wygo 4 ddood Cannd 118 92 1019 iz w0y 0 O 095 WS (rw ol ot Hlews iy (]
a2 plxil 1) 095 gla 5 SSH @ 4b 51 wudlgsty el (fSowo a5y iy LI 1 55 eoiommpun

&b 0 Vi, nano, cat, head, tail : Joll iz o] 50 00l 0010 s gi Ol jgiumd

WS cuai [y nano g vi il ol lucl

bl eslo b Slpg ¢ly

Vi ygiawd

B

Y

Y

|




File Edit View Search Terminal Help

sdfsdfsd
alireza
reza

azimzadeh .

\azim
azimi

?B?QB?Q?E&I
789789
45645845778

dasdfsd
fsdfsdffsdf
615
6456456456
450464564

-- INSERT --

Esc (0588 = (b8 )0 jgiwo 4igS o Jlosl 0,5 o8 (sl Ve

P oor8= by S gy )

e (oyud = (200,18 wee i B &5 (9l) b Sl 4 (33, ¢l WY
b o8 = (8,10,18 weo b (S &5 2l2) b glasl 4 (338 6l Y
:set number ollgi = b o kS o)l oo gl N

o Jlo 5 6l 4c gozxe

root@alimp5:~

50k 43U glb Ca
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File Edit View Search Terminal Help
azim

azimi
milani
milanil
787987979
789789
45645845778
456789
sfss
sdfsdfdfsd
assd
dasdfsd

:g/azim
azimzadeh
azim
azimi

789789
45645845778

sdfsdfdfsd
assd
dasdfsd
fsdfsdffsdf
ats
6456456456
456464564

[root@alimps ~]#
[root@alimps ~]# wvi al
[root@alimps ~]1#

S Azl o ) G Colw as auilel (oo Vi Hgiwd 090 30 yiton SleMbl s (6l

https://www.washington.edu/computing/unix/vi.html

http://www.cs.rit.edu/~cslab/vi.html

http://forum.synology.com/wiki/index.php/Basic commands for the Linux vi Editor

http://www.cyberciti.biz/faq/vi-show-line-numbers/
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nano azimzadeh.txt

I PR e w s ww AR el b

Dgu (o0 plxil 053405yl UL bwgs by,l5 iy

e B mnenpr Pt

:NaNo giuwd

o B eSlo b gulpg sl

Dl el daxo 3l S

GNU nano 2.0.9

Bdfsdfsd
alireza

reza
lazimzadeh
azim
azimi

787987979
789789
45645845778

6ts
6456456456
Ws Get Help @Y WriteDut
By Exit B Justify

File: al

Page [§

i Read File gl Prev Cut Text g8 Cur Pos
Where Is ] Next Page gl UnCut Textgg] To Spell

WS Azl ) b Coln @ uiilg ® NANO0  ;5ilwd O g0 yO il OleMb| eSS gl

https://www.linux.com/learn/tutorials/325049:linuxable -introduction-to-the-nano-text-editor

http://staffwww.fullcoll.edu/sedwards/Nano/IntroToNano.html

cat alimp5.txt

tail -f /var/log/messages

a2 oo iwled [y Bl 3T bs Ve b iy W ygeo 4 = tail

W2 o wled y BB Jol bas Ve b yady Oyg0 4 = head

84

99y 0 ) 4 BB SO Obgizxo (o sl

:cat )92*&0

:head g tail jguuwo

£ ioT 6ol sl 3 SO

|




o dudo jlows 019 (| cducid CentOS-Gnome S35 buxo L, Jlo o ,51: gedit -1

ol o Hlows 61 9 ol et CentOS-KDE  SCé1 S bz L 15 JU> 0,51 - kedit -2

ly ol b cawlicio ow yiws (device) b oliuws b B o yulgd 4 digfa 45 e gol wudlgd Coomnd ol 4o

chmod 777 AzimZadeh.txt
chmod 654 FolderGame

[root@alimps
[root@alimps
total 128
-Mw-r--r--.

__]#

~1# 1s -1
root
root
root
root
root
root
root
root
root
root
root
root
root

1 root
1 root
1 root
2 root
2 root
2 root
1 root
1 root
2 root
2 root
2 root
2 root
*». 2 root
alimps ~]#
[root@alimps
[root@alimp5 ~1#
[root@alimps ~]# 1s -1
total 128

- PWX TWX WX .
-MwW-r--r--.
=W === F
drwxr-xr-x.
drwxr-xr-x. 2
drwxr-xr-x. 2

[root

root
root
root
root
root
root

1 root
1 root
1 root
2 root
root
root

160
153
2098
4096
4096
4096
57217
13715
4096
4096
4096
4096
4096

~1# chmod 777 al

le@
153
2098
4096
4096
4896

WO WD WD WD D

W

.Ag.)b.’;;.ég ‘) O)HS Ctr|+c sQ‘),MQ ‘:’%‘ 9‘*" ‘5‘){ L ¢

S g JS95 1) p ) (gle wilel (oo (o g syl 0 g0 5O yidies SleMbl cunS (gl

oo

= @

oo I o B o B e
W

[ I <o B o
L

=
w

W oW W

w w

09y o )T wld,uled b b bB jemo s ol

|

1 o6 & (oo yiws) 90 Slony] (Sloo

R L

:chmod ;gws ()

a2
anaconda ks.cfg

install.log
install.log.syslog
Music

Pictures

Public

THlentH‘

il ———
az =
anacanda ks.cfg

Dnunlnddw
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:chown jgws (Y




(U yalgh by gima (3855 Conmd Sik1 58) pl 031 gedgh b (51 Akt 55 A (gas yiasd €93 (g 115 | pgid (¥

Is -l

Il Alireza

A ygiws (F

S (oo oolaiwl Sl 5,90 julad b L (g9, oud Slomy| Ol i (g0 (5l

B oo L 1y ausS Sl | o i Wilgl o0 3T b a5 g wolie y9 § S

Operation Digit Mnemonic Description

Read r 4 View file contents
Write W 2 Write to or change
Execute X 1 Run the file

WS 4z gd ) b Jlo 4 YU Ol ygiws jl ples S50 ¢l g

0 29 ) il 09,5 5 630315 £95 9 o3l (o0 Alireza gali pbi b Jo18 50 s o9 (o0 AT jWgh & iyl o) JUio

.
.
.

S (o0 Slaul (4 09,5 30 (6t B2 (I3 S (o ali (j392) S w Ty T g o1 S (0 e FOOt UL 31 1 ali

(oL root ylon)

RS o i Alireza-group a1y ol 09,5 Jg ceudd o0 1,8 root cSlbo ylon o |y alireza Js8

S 0 plxil 390509 y0 user and group policy ;o a5 cawl (5,15 oyl Loe 1SS

~1#

~]1# cd ali

ali]#
[root@alimps alil#
total @
-rw-r--r--. 1 root
-rw-r--r--. 1 root

[root@alimp5 alil#

[root@alimps alil]#
[root@alimps alil#
total ©

= W=r==r==,  Lald
-Mw-r--r--. 1 root
[root@alimps alil#

touch ali alireza
1s -1

root @ Jan 19 84:28 ali
root @ Jan 19 84:28 alireza
chown ali ali

chown :alireza-group alireza
s -1

root B Jam 19 B04:20

alireza-group 8 Jan 19 84:20 alireza
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taspasalireza B a1y VYV jom0 o2 Culed )0

chmod 777 alireza

1 (68 b Clua)lr,jg o puw

G LU sy i (owyiws b (gbd SilST 095 lasn, 5" a1 aadlgsy (95w oo SO (lghe ) Conl (S Lo
WS (g S ol S| CMSiino (yho] 3529 41 31 o g il 00,5 Lais 1) gy Sl o2 S

1S o laiw! ») v.”.a|)9£.w.> )‘| M‘y < » 03;3 O‘)?)'S S uu.al.w tS‘)'? AL ¢

cut-d:-f1 /etc/passwd
cat /etc/passwd | wc -l

cat /etc/passwd | cut -d":" -f1

W NP

cut-d:-f1 /etc/group

1S ooliil 52§ Hgiuwsd I e 4 00l (nuSY 1) Glaled gl 1Y S

[root@localhost ~]# w
06:49:17 up 8 min, 2 users, load average: 0.00, 6.22, 0.19
USER TTY FROM LOGING IDLE JCPU  PCPU WHAT
root ttyl 0 06:42  8:23 15.625 15.62s /usr/bin/Xorg :@ -nr -verbo

root pts/@ :0.0 06:45 0.085 0.025 0.015 w
[root@localhost ~]# ||

Alireza Amimzadeh Ali- MP5

:(new user account) wus 5,5 Clus sl
S o0 o0lisw! passwd jgxws 31 3 o] (Sl Oy IS gl 9 useradd jgws 3155 ol gl
DS eoliiw] b g 40,5 A8LS| gl €yl b 5l alel oo 1SS

useradd alimp5

useradd alimp5 -c "this account is ROOT"

passwd alimp5

10wS oolawl ) ygsaws 3l wiled 0 Q| 00l i 35l (639315 o az b Yl adloy &S (] (gl 0 1SS
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whoami
L9 a1 S 3,5 Lol
Colw oly o 5 Coly wday )5 Ko 1) o2 o (ow piwd golows ales oo bod a5 S o0 solaiwl 8
bl (oo sales el )0 boog S muel iably (o0 astwd ol 42 (0l 32)15) )52 ;500 (39,5 gae g 09,5 SO
bl (o Lo 49l o 0g )5 (512 -G
S ooliiul Wb -8 51wl (ol 09,8 4y (T (50,5 aBLal (sl 1assS
useradd -G sales -m jerry

passwd jerry
Sl (o home julgd ;o (fjalion Hob 41 0l iy y2i 5,591 yrwno
NS Jos ©)go (o Sailel (o0 pramne et 5l
vi/etc/default/useradd
HOME=/home (k28 yano
o a5 o o
HOME=/iscsi/use

Useradd vivek

Passwd vivek

1S ooliil 3§ ygiuwd 31 ounds Rl puns 5 cmo (g1

Finger vivek
"9
Login: vinek Name: Vinek Gite
Directory : /iscsi/user/vivek shell:/bin/bash
Last login Thu Sep 13 07:58 2007 (IST) on pts/1 from 10.16.15.2
No mail.
No Plan.

)59 o5 Jbd e
109 Jlad g JS5 as ouls aid b <51 ] ooy asiion G U 31 s A dusS )1 wilgi o ) yoswd b Lo
useradd -e {yyyy-mm-dd} {username}

i
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useradd -e 2008-12-31 jerry
1o)59 s g Lkl 1y ploj Gow (i
useradd -f {days} {username}
o
useradd -e 2009-12-31 -f 30 jerry
1)y S
1S oslatwl y 3 ygsws
userdel name-user

userdel alimp5
o 09,5 ol
groupadd group-name
groupadd group-admin
09,5 B>
grupdel group-name
grupdel group-admin
Cadl (o0 LxS eldd ygu e 09,5cldy jg2 SleMbl 05253 ypnno

wblb oo /etc/shadow g /etc/group g /etc/passwd yo LTy :0lg>

oo S 3 Ty S Sl b3 yb g 29 on 00l inles g0 it IS pp LSl fetc/passwd s s

chivas:x:500:500::/home/chivas:/bin/bash
reawly 4 e 5IYL b i Ed g
Wb o0 b 60,6 oL yloa chivas
el 0l 0 yu>d fetc/shadow juwwo ;0 45 (60 ygum Lol .l Lo 8 ygumy JSilo Cawl X OB > ylod 4T oy Coound
.(clear text) cowl (yauo B sy job @ abgs po 5399 O ygm bl /etc/PassWd o j0 O jgmn 51 1SS
Wl (0 539 UID & bgapo Jgl Bee :Bee

b < 03; GID & bg o 098 Oee :B0e

-C iy CowolS (g a oo po ygswd S YU 50 &S Cawl b gl lod (5l iy Coomd
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=1

ol 43,5 31,8 T 55 45 Consl Lo 399 SLEMD! yuano K3l Lo 2miindds Ccnuad

el 9939 30 ) P sy diawgy Sy 55T Coonnd

Wl o0 09,5 3 (SO ,Klo b 2 g Cawl ouls 0053 09,5 12 4 bt o Wledbl /etc/group o Miw

staff:x:502:anna,chivas

) & o 1YL b o sl

b (o0 boog ) pb yloa staff

bl (o YU Jlo mudei lod Jo .ol (00 09,5 359 SSLe X

il o0 09,5 0 ko o o 1B Y

W83 (2o i led |) Wi guac 09,5 j0 &5 (abdyje pU i SLL S g

D9 0 0> )39 B yeumm a1 by yo wleMbl fetc/shadow o Mo
chivas:$1$XQLzic8C$5CQ90MD/uBf.1HCouZQAal1:14281:0:99999:7: : :

) & o 1YL b o sl

bl (o0 85 0590 559 YLe chivas

el MD5. (5 iy yobo 1 o3 (6585505 95 9 by (o0 32,157 0 y9mm 000 (LS () 2T)pgo oo

S gl prannns 3 )lg Wilgi (cod )5 ATyl (S ccllo 1) N cuodle (ol gt ol ST 1SS

590 VEYAY toue (slmo .ol (oo Sl 00 0010 ki 3 ygmmy 45 65l oy 33T 3B Sy JFYAY Due tpgm ool

NV &b 51 e

bl (20 3y jdS 50 39y Ludgue pus Lo 4 o dus e,k Cwound

B o LiG 1y all o Wilgh oo Lo O ygu A5 (639 ) Dt pdxdy Coumd

AR (o0 i Lonh 4y poiams chan 2 (5T 41 (3B 3 ol jlandh 93 S (e A Hanlindd Cnnnd

WS o0 i 1y Sl (g ypiwd b Sl 50 o] G diine 3 o Lo COlST A (639, Sl 1okl oo

P60 b clus o pae 3590 50 i G230 anlllae sl 50,6 Sl SO

http://falearn.ir/?p=6€
http://falearn.ir/?p=11

http://www.thegeekscope.com/linux-adduser-command-to-create-new-user/

http://www.yolinux.com/TUTORIALS/LinuxTutorialManagingGroups.html
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oo 0310y Ol g
35 0L e il (oo (Jle Hlows dusS cudliin g o | (oolB ez SO dlesy (S8 g Lol
:grep jgiuwd
99 (0 ) 4 Gl (S0 bk gty (lgie b &S 2z g b b laled
grep <pattern> <file>
1grep yoiwd by oyl
(295 3 S)3 Bgy2)- ol (wlus by gominr (0 4 (P55 () yu0 & 14350
ol grmimer (39,5 olbwe i gl i
05l ol bod o b &S (5 5uz y2 o lod sl -V
99y 0 JB 4 N8 S o Lo e (geime (gl i T
N Jle
cd /etc/sysconfig
grep -i "iptables" iptables-config
Y Lo
grep —r "passwd" /etc
:cat ggrep Ol ygiws 3l (S 5 Jlo SO
el (PIPE) ol Al 4y | Sgos bas oyl s

[juan@srvi-manila ~]$ cat /etc/passwd | grep "root"

root:x:0:0:root:/root:/bin/bash
operator:x:11:0:operator:/root:/sbin/nologin
1S a2l o g5 Sl 4 wdlsd (cogrep 390 5o yiey Oledbl s’ gl

http://www.cyberciti.biz/fag/howto-search-find-file-for-text-string/
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oS Ol ygiwd
:--help ;oo
ol g S Sl s w0 sl
cat --help
:apropos giuws .Y
1 lo Lo e b @ollai 45 (195w 9590 50 paitie (Fadgi ol e 4 Ol ygiuws (s sl

apropos passwd

apropos cat
man ;giws .Y
WS (o0 Jos (YL Hgiwd wiilen
man cat
: whatis jgwo .f

Whatis iptables
Whatis mkdir

pge Jas 0,5 sl S

http://www.linux-commands-examples.com/

http://www.thegeekstuff.com/2010/11/5( -linux-commands/

http://www.tecmint.com/3 -practical-examples-of-linux-find-command/

http://www.if-not-true-thenm/2010-quickly-and-efficiently/

http://www.ee.surrey.ac.uk/Teaching/Unix/

http://www.tldp.org/LDP/gs/node5.html

http://community.linuxmint.com/tutorial/view/77

http://www-uxsup.csx.cam.ac.uk/pub/doc/suse/suse9.0/userguide-9.0/ch24s04.html

http://www.tecmint.com/1 -practical-examples-of-linux-grep-command/

http://www.tharunpkarun.com/2012/07/lis -of-basic-commands-in-centos-linux-server/
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o Juad

CentOS L ,i5

L owd CentOS (GUI) SC81,5 Lo b )5 Jbo 50 bl 0)lad o (B39 g a5 bl oo oo s Jad 51 SO
O wSed 5 SO Glgae 4 b g Wb WS o 5 (SSH or Command-line) ol (g gmwd buxo b 4y

gt JStuo jlzro 0g3 (55 ol 50 B s Ty 1y ae3Y laluad 5 (sl Juad yuw 9 i ygiiawsd

:Kernel, init, RunLevels, chkconfig, service 5,5 l,gimwd

0,5 padles> Cuzmo runlevel g service ¢ chkconfig Olygiws b 15 0,50 40 i (pl yo

99y 0 3 A Ha S 50 L g g Il ba,l380 0 (0,5 Jlad il g Jlad iy deiy Sguso slxs (sl
(99 (50 ) 4 b g <y o yo runlevel couglgl yly slasl (pl) tuuss oS 5 Kb 4

Table 3-2. Run Levels

Runlevel Description
0 System shutdowmn
cent os
1 Single-user mode, no networking to
2 Multi-user mode, no networking PErs ian
) . ) , BY:
3 Multi-user mode, text user interface, with networking i
alimp3
1 Reserved azimZadeh

Multi-user mode, graphical user interface, with networking

&1}

6 System reboot

)l ) LS AIYIYY oslacl b s (L pu g pw 3590 5O 14

:chkconfig jesuws ()

il (o0 (o ©39) s (yekal Yo 3 oy (3T (30,5 Jlad 9 o (s g oo (30,5 (asiilen (552 45" (5 g5
Wb Jled Wb a5 wll o ... gapache, ssh, iptables ,cron g, S jo b Sl b g w

i ol by

e (o g2 3l Ry (g gy (59,5 JUe8 10N

o (i g1 3 dry g g (30,5 Jlad s : OFf

royoe Dgy 3l Ay gt g g D3> (gl

94




chkconfig --del [servicename]

sservice jewo (Y
99y 0 )5 4 L gy (Suzm0 (g3ladl oly) (1055 Camn y 9 Jlrd il Jlad ()
iyl
Dg oo o0lwl g pw 40,5 Jled gl = start X
D9 (o0 oLl (i gy (59,5 Jbd ju sl = StOP .
g3 b ol [yl Jlo 50 abgpo gy T 4SSy 51 ol 4z gite (6l = status .z
Dg oo odlaiwl g pw S0 (6,105 ,L gl = Restart .o
Sloglisls' B s Restart 1) o wb s (oo Jlos! (g o SilS )0 sl (6 3 S o a5 Jloj 251 0 0,8

Nigl Jlosl ag o

o (e g2 3 s B (g g juw (Slieo (39,5 JUad (gl 2 1V JUio
service httpd start

chkconfig httpd on

service httpd start

chkconfig --levels 235 httpd o
: LT 4y abgs po RUNLEVeELS of yo 49 L s gy o9 Y JLio
chkconfig —list | less
1 1s Bl Loy (o2 g2ty ol b A5 (28 (g3 (905 S :F Lo
chkconfig --list | grep[servicename]
P B g o S )0 &5 (21 (g (90,5 48LS1 Y JLo
chkconfig --add [servicename]
Do o0 a8LSl fete/init.d & SCilogi| O yguo a1 S (o0 cuai (g) Aol SO Lol (B ST
W2 (20 LS [y g pw ol &5 IS —la i jgiwd w9 €d fetc/initd jgws YaisS
sinit jews (Y
09y 0 )5 4 b Runlevel ;o8 o ol

.

« (A Qé; ‘jba.clé =init0
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e 30 5 Restart = init 6
:shutdown gws (f
235 (58 315 & s (32,5 Restart by (hgels Condy 41 piums (3391 sl

Sl a5 Condr H1)8 Loy 950 adS (558 Dlg Tz il 1095 2 2V Coodl 5l (o9 41 Ailgs' (o0 590w ()]
€500 w68 (s il 1y (Siloj S Lo isG 68,5 (ot il 2 Lo a5 3o )15 g CouyT @ g9 8 <o IY
o) il o U oS adlol 095 Cop Sl a |y jeiwd (pl & Cawl (pl b ol 51 (SO ol lwg jlao o s Sy

o pluil Lo gl 1y 90,5 (Rgels Joe asien
:shutdown giws s 2olyb
09y (50 )1 4 play oo 6l ladd ik
;395 Restart gl :-r
(09 (o059 Slgiiian) b dwg p plod (40,5 0gelii-n
o (30 5 Wawls b Restart gl p sl olx! -t
o (5955 Jigels (6l N Jle
shutdown-hnow L init0
‘e 90 55 Restart gl :¥ L
shutdown -rnow L reboot
BTl am e (38,5 (Hgols ¥ Lo
shutdown -h 120
B0 4y K90 (pdxy g el aili 4 b )] 59 (pdn IS

Sadd HLLS | ctri+c 0598 (595 « Joe o] plil (0 )5 adad gl 1SS

b S ySLoe U j9suilo
oo Jdl b ywgpw lawgi 45 .. g CpU ¢ Alidl> )l jmo g AliBl> g | AR 4T S gel dwples Lxl o
SasS fowy AET ol

Dg dblgs 60 15 jlews I3 3¢ Lol gl troubleshooting caxy ;0 Caomnd (] 1SS
:free joiws )
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09y (o0 35 4 @380 Ol > b alidl> oo 5l
g Oy jo b (2 UbT gl
free --help
oo bl o 5lade ulod -m ) assS
LS wlwl )y sladte s led -8 1Y 4SS

root@alimp5:~

View Search Terminal Help

oS S g ) yosmwd b 1y Cawl aiils g lols oy 31 45" (cache) &S alibl> Wb g py alidls (40,5 8151 (gl 1SS

sync
echo 3 > /proc/sys/vm/drop_caches

free
:top jgwd Y
Nzl judx (s 42 (Goie 42 &5 (Lgy) Sowlals g real-time wjygo 4 3285 Cledbl uled gl
e g od)lo g

SO oo i lod Cawl 00,5 Jlil 1
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rooct@alimp5:~
Search Terminal Help

1 PS ygiwsd .Y
ol 2l o 50 b awg (g lod gl
psu
ps aux | grep ssh
kil jgiuws ¥
S 0 ) PID wla! p g Cawl awgy 500 oo 3 sl 0
Dg o0 oolaiwl Bas 5l 40 Cuglgl o e YL Gl -9 A
ol 08105 Ol -9 ol )b g Kill jguiwd (pucwd 3 bash L 15 Jlbo o a5 vces o0 ) S0 H0 1L
kill 3297
kill 3206

b bash I SO B>
kill -9 3206
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[root@localhost ~]# ps u
PID %=CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
235 6.8 8.8 20088 480 tty2 Ss+ B82:13 9:08 fsbin/minge
20088 480 tty3 Ss+ B82:13 0:08 fsbin/minge
20088 480 tty4 Ss+ B82:13 B:80 /sbin/minge
2008 484 ttys Ss+ B2:13 9: 08 fsbin/minge
2008 484 tty6 S5+ 02:13 B /sbin/minge
23068 ttyl S5+ B02:13 7 fusr/bin/Xo
1784 pts/8 Ss p2:44 108 bash
1636 pts/1 Ss+ B02:45 B:00 bash
1052 pts/0 R+ 02:45 9:00 ps u

00 =l o o O

O woMD

(o B * B TV FE R VIR UYL FY R
[ )

2
2
2
2
2
2
3
3

= D
@0~

runt@incaiinst:a-

File Edit View 5Search Terminal Help
root@localhost ~1# |

: pidstat jgws .0
WS o0 i lod Lo gl 1y 5 Oledlbol

1S 0o liiuwl 25 Heswd 3l ddlgs (oo W 10 SIS o |y (polS gy ST 4SS
pidof sshd
pidof httpd

[rootélocalhost ~]# pidstat
Linux 2.6.32-358.e16.1686 (localhost.localdomain) 01/27/2014 1686 (1 CPU)

31:54 AM PID %Busr %system %guest % CPU Command
31:54 AM B.00 B.07 init

:54 AM : .00 .00 ksoftirgd/e

:54 AM @ watchdog/e
events/o
SYNC_SUpers
kblockd/®

AM ata/e

154 AM . . kswapde

4 AM ; 0,00 0,08 A, 00 0. 86 0 SCSi"_Eh_El
154 AM 286 0.0E 0. € 0. BE 0.6 scsieh 1

=

o @
o I |
o e ]
> I - |

134 AW

[ o]
=
[ o]
e I e

154 AM
134 AM

[ ]
[ 3
[
=

rat g cron b Slilogs| Oy a0 Ol ygsws 9 Can ySowl (611
U oo Sl dlinod dilyd (209 g S 1 )8 a5 Lol 9 .0l o0 j90du 9 4o (i) scheduler L «cron awl
g oLl 5295 9k 4 .. g Cuyl g i byl 1o JL ae a5 loj 50 4 WS () Wl g bl 59

1Cron jokwd by oyl

owlpgb cslo gly e
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é slacron condd : -l

el cron Gis glp:-r

A9l 03,5 cron yivlyg 4 pladl b 45 gL oy 5T yinles :-v

crontab -u username -l

crontab -u alimp5 -l

minute

crontab -e

P 539 SO 4 by slrcron aso il

SOl 0 Ceomnd B 1510 Haiws ol jo gl (S Coyd

day-of-month month day-of-week week function-to-be-performed

View the /etc/crontab file to understand its syntax:

#
#

.- B

#
#
#
#
#
#

'/tmp/crontab.T49ptk" 8L, 8cC

grep “# fetc/crontab

For details see man 4 crontabs
Example of job definitionm:

pmm e e minute (@ - 58)
B e hour (@ - 23)

| .---- day of week (8 - B)

o= = am mm ==
e S
$y - = =

* * command to be executed

i laa day of month (1 - 31)
e month (1 - 12) OR jan,feb,mar,apr ...

(Sunday=8 or 7) ORH sun,mon,tue,etc.

g 1y 33 yoimwd wul )5 £g00 (gl

WS oo ol | I axio SO Ll gl aS
icron buwgs ool sl g b o s d juuno

SINCENL

"ftmp/crontab.4ZNymZ" 6L, OC
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icron 550 (6l yeneo
/var/spool/cron/
/var/log/cron
/tmp
1395 s PM aindo¥'s oVY cucl 50 5 Ca Sl sl 2l ) Jlo
3023 * * * /root/memcache.sh
Paddofe g VY Gl )0 g dmor j2 50 5 Ca Sl 6l 2 Y JLo
30 23 * * 5 /root/memcache.sh
139y y® aBoYe g YV el o o, alddls> (cache) s 4o ,5 S Y JLo
vi /root/clean.sh
#!/bin/sh
sync; echo 3 > /proc/sys/vm/drop_caches

3023 * * * /root/clean.sh
18PM Cclu (ol aiid po axo U aduigs 31 e Php Cay ySeul 512! :F Jloo
020 * * 1-5 /root/script.php
: alimp5.txt L1 515 jo a3 10 y» yo « "hello world" acls ol pod 4 " yloj g gu B piigi 1 O JLe
*/15 * * * * acho ‘date” "Hello world" >>SHOME/alimp5.txt
5,10 8 root joalimp5.txt LB ) asS
Aol o0 ABB D 2 o Jos plxil glzo 4 */15 Y

crontab: installing new crontab

1 i Eaan e . T T i i} R FLL

=1 alimpS.txt =< ]

Tha Jan 22 @e@:80:981 PST Ze1ld4 Hello world
Thu Jan 23z @@:@1:@1 PST 2011 Hello world
Thu Jan 23z @@:@2:@1 PST 2011 Hello world
Ihu Jan 22 @90:02:01 PsS1 20119 Hello world
Tha Jan 22 890:01:01 PsS1T 20149 Hello world
IThu Jan 22 8:95:801 PsS1 20119 Hello world
IThu Jan 22 @90:0Q2:01 PS1 20194 Hollo world
IThu Jan 22 90:0/7:0901 PS1 20194 Hollo world
Thu Jan 22 00:02:01 PST 2014 Hcocllo world
Thu Jan 22 200:02:01 PST 2014 Hcocllo world
Thu Jan 22 200:180:01 PST 2014 Hcocllo world
Thu Jan 23 00:11:01 P5T 2014 Hello world
Thu Jan 23 00:12:01 P5T 2014 Hello world
Thu Jan 23 00:12:01 P5ST 2014 Hello world
Thi Jam 23 A :14: 01 PST 2014 Hello world

Tho Jan 23 AO:15:01 PST 2014 Hellao woarld
Th Jan 23 AaA:-16: 01 PST ZA14 Hello world
Thn Jan 23 AO:-17:01 PST ZA14 Hello world
Thi Jan 23 AA:-18:01 PST ZA14 Hello woarld
Thu Jan 23T @@:19: 01 PST 20814 Hello world
Thu Jan 2T @0 :2Z28: 01 PST 2814 Hello world
Thu Jan 2T 80:21 =02 PST 2814 Hello world
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=
g o2 1) 25 giwd aal cron pa (lgi 1 am ddoes o 4S5
service crond restart
aled )99
chkconfig crond on
LV FCRR RV ISR (0] SVE L SUISVE P E WRRWEI YRS 4 | b

nano /tmp/sample_script

FYSR L GV TE
#!/bin/bash
# Send a msg to all users on the console
wall “Hello World”
tygsawd gl 2!

crontab -u root -e
roals jb axmduo 50y j b (g
*x x % * ftmp/sample_script
1 g g |38 (gl alBO Y 2 0 RAM 3 04290 Cache 40,5 S Y JLo
vi /root/clear-cache-ram.sh
sync; echo 3 > /proc/sys/vm/drop_caches
JB 3 ey g 0SS

chmod +x clear-cache-ram.sh

crontab -e

*2/ * * * * [root/clear-cache-ram.sh
:baneds! (sl
crontab -
S a0 15 5o Gyl 4 dyill (oo CrONtab 3590 55 yid GBI o gl

http://en.wikipedia.org/wiki/Cron

http://pubs.opengroup.org/onlinepubs/9699919799/utilities/ crontab.hti
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:at iyl
s o) 51 B Il cpl el L0410 Oglas 1yl g Wl jgws i I o5 add (usS o HI5 cron wiiles Il oyl
i ol by
ID wlol 2 L s yloj plod halod : -l
Loyl s el 51y S5 0590 o poT 41 e Jlusyl :-m
(iloj plamil (sl 22 (6959 3 b L8 (yuilgs < -f
(Pl (Sl y0 pub 12l (6l Sl SQ (88 e 1 S0
D wla! pcat Condd 3 by SO i i -d
SoaS solawl 8 yguS ctrl+d I ol |y gl o 4SS
D00y am el jo g Can Sl gl Jle
at -f /root/Desktop/ali.txt 5:50am
at-l L atq
:1D=9 b wuibo) S Bds i JLo

at-d9

: Mailx g MUtt b os| 45 <L, 155 Jlu)|

sob 4 a5 bl oo MailX Il Cowl 518595 0 b (21U 51 0650 milg (0 a5 2yl Rl (e asde 31 08 (SO
Gl oly gl plal 1) Olowdisd (6w S 9 9S coai )y (3T Wb Lol g S i oo pimman (59 32 (P iy

1o ploil o
yum install mailx

oS oolawl gy yesawd | G gl (Y

o (FOOT) s yicwd xbos (99 YL 50 Lo Ly | jo 1ausS

echo "Test Email" | mail -s "This is a test email." externalemail@ domain.com

echo "Test Email" | mail -s "This is a test email." alimp5@irsecteam.org
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vi /etc/aliases

# Person who should get root's mail

#iroot: marc

File Edit View
newsadm:
newsadmin:
usenet:
ftpadm:
ftpadmin:
|ftp-adm:
(ftp-admin:
W 2
webmaster:
noc:
security:
hostmaster:
info:
marketing:
sales:
support:

Search Terminal
news

news

news

ftp

ftp

ftp

ftp
webmaster
root

root

root

root
postmaster
postmaster
postmaster
postmaster

((0wsS 5L Glpe sy ly BB) wgyp 25 ywao 4y (V

00,5 lawg 1y 3 s¥ (F

OB ki (0g5 s g0 Jumos] 4 1y T (B

# trap decode to catch security attacks

decode:

# Person who should get root's mail

root:

root

azimzadeh@irsecteam.orfg

S O ylg Jlao i3 jo sl d duxo (§5lw il g Ol jundi 09033 (Gl 1y 93 ygsiwd (g (8

newaliases

echo "Test Email" | mail -s "This is a test email" root

ygiawd i (Y

s as Obogs ;i a0 ol (gl ol soliw 8 o jo a5 b play Cancd Uilgd o0 o MalQ jgiws b 1SS

mailq

Mail queue is empty

i W9l 00,5 paand

|




|

| O g0 (o Al ALl 0g29 o ST

[root@localhost ~]#

[root@localhost ~]# mailg

-Queue ID- --Size Arrival Time---- -Sender/Recipient

1234481657+ 616 Thu Jan 23 85:43:41 root@localhost.localdomain
all parkour68@yahoo.com

SATC481655* 3066 Thu Jan 23 85:43:46 MAILER-DAEMON
all parkour68@yahoo.com

-- 4 Kbytes in 2 Reqguests.
[root@localhost ~1# |

:Mutt 5!
.d&f‘sa‘éégfiii<kélhﬂAI’49P()P‘5LQ‘J535)15|9 c;*u|cﬂajﬁ—115 O yguo &
DS Azl p i o Culw @ wuilel (oo Mutt Hll b 0550 jo sl ledbl s’ gl

http://www.mutt.org/

http://www.mutt.org/doc/manual/manual-6.html

http://www.tecmint.com/send-mail-from-command-line-using-mutt-command/

http://www.cyberciti.biz/tips/sending-mail-with-attachment.html

:rsync L y,ulgéd g v G g3l pKon
(IR (5 590 oy 31 Wl ygrwd H395 Glyt 0,18 3L T 4 jopw pae S AT eyl o e I (SO
il oo Jud ol 5l 2y g g B B 51 Ll (8,5
oS @Bl Il el g3lw Jld sl 5 Jolpo @b
1rsync I pl coai )
yum install rsync

i B 51 lady (585 1 5yWsd ol Y

mkdir /home/backup

o 53 ALl 5 SO A0 Hl G AF (g g2 (5l ATl g A (i 095 olasd ) el (oo |y e (AT
25k pGog=

/home/backup/doc /home/backup/video /home/backup/image : Jo
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1ISYNC joiuwd s wal 4l
Dg o0 oslawl oud el Oldoe golod gl :-v
Bgs 0 ooliiwl (WS Lads [y Ll (timestamp) com p 9 b ow pwsd 4SSl oo Sledbl JUs! glys @ -r
WS (o0 Lado JUH (e 5 1) a2 dod g WS (o0 Jo T yol)ly S LB :-a
D9 o0 05l 318 SleMbl g3l 03 pid gy i -2
bl T S50 g il 4 1ol Ll a5 w8 (o0 Gluled (539 1y (29,5 :-h
b LB S g o5 Jos e 50 00l plxil )15 wuo 0 ()l 3o (s Lod 1 --progress
Dg oo oslwl b B Bis 4l :--delete
:diff 5l
plod LT a5 uy gl yadao uuilgl (oo giuwd (ol b Lo (Smy 098 (o0 o0l duatio g o o slo 1 dun o (6
Ly by Consl 0k (0 JolS 00 Jluwf il s o6

diff /path/to/source/files/ /home/backup/
:Jbwo

diff /root/alimp5 /home/backups

e laitly e 4 oud 00508 JU Sy (5 N e

[root@tecmint]# rsync -zvh backup.tar /tmp/backups/

created directory /tmp/backups
backup.tar
sent 14.71M bytes received 31 bytes 3.27M bytes/sec

total size i3 16.18M apeedup is 1.10

o plasdy yrwno 5o 1 LB (g5Lw 00 20 g b (Ll yuowo 4yl g8 SO (5 Y JLo
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[rootltecmint]# rsync -avezh froot/rpmpkgs /tmp/backups/
zending incremental file list
rpmpkgs/

rpmpkgs/httpd-2.2.3-82 .el5.centos.i386. rpm

rpmpkgsfmﬂd_ssl—z.2.3—32.elE.centos.iEBE.rpm

rpmpkgs/nagios-3.5.0.tar.gz
rpmpkgs/nagios-plugins-1.4.16.tar.g=z
sent 4.899M bytes received 92 bytes 3.33M bytes/sec

total size is 4.99M speedop is 1.00

(e je e SO ol JUH g (Ao jg e SO 51 Huled SO (o8 Y L

[rootl@tecmint]$ rsync -avz rpmpkgs/ root@l92.168.0.101://home/
root@192.168.0.101"'s password:

sending incremental file list

=

httpd-2.2.3-82.el5.centos.i386.rpm

mod 231-2.7.3-82.el5.centos.1386.rpm

nagios—3.5.0.tar.g=
nagios—plugins-1.4.16.tar.g=z
sent 4993369 bytes received 91 bytes 399476.80 bvtes/sec

total size is 4591313 speedup i=s 1.00

oyl ynn 30 (xo y9 0 Sy 4 T JUSH g (2 )1 590 Sy 51 HWgd Sy (o5 P Jlo
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[root@tecmint]# rsync -avzh root@l92.168.0.100: /home/tarunika/ rpmpkgs /tmp/my

root@l192.168.0.100's password:

receiving incremental file liat

created directory /tmp/myrpms

rpmpkgs/

rpmpkgs/httpd-2.2.3-82.e15.centos.i386. rpm
rpmpkgsfmnd_ssl—Z.E.3—82.E15.centas.1336.rpm
rpmpkgs/nagios-3.5.0.tar.g=
rpmpkg3/nagios-plugins-1.4.16.tar.gz

sent 91 bytes received 4.99M bytes 322.16E bytes/sec

taotal size is 4.989M speedup is 1.00

Iy LT audlgse Lods g aueitly aidls T 51 cuaio 50 Lol il ailod 0929 Tuswo yo joded S L B 5,51 :0 Jlw
Wl (o0 Wjgee (s dS Bdo g5l plRes ]y

WS 0 B il AUl 8939 Tao jo a5 Ty wado g B S

[root@tecmint]# touch test.tXC

[rootBtecmint]$# rsync -avz --delete root@192.168.0.100:/var/lib/rpm/
Paszsword:

receiving file list ... done

deleting test.t=t

i

gent 26 bytes received 390 byces 48.94 bytes/sec

total size is 453055858 speedup is 108%08.55

Shome/alimp5/

ldeleting
eleting

[ eting .mozi

ldeleting .gnom

| ing alimp )
.bashrc
.bash profile
.bash logout

ived 42 b
edup is
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View Places

File Edit

E |l

ali

Help

:bﬁéﬁ;ﬂﬁ&lﬁj@

Wgu b o BB Joll wuples 05 9 S (15 USB &y yg,m 3l 1) logs sld b wudles oo Lo )51 :F JLw
g g2y Wb Heb (o (il ISO

rsync --delete -avz --exclude="*.iso" /path/to/source/ /path/to/external/ disk/
Wygo &1y 315 G prmme COlgimo g gty MULE 150 b (i )l SO oudlss (o0 Lo ] 5o 1 olS Jlo S
S Jloyl b Jamal a paseien o yloj 5o jB095
gl Ky cilu )
mkdir /root/bin/
1o Sl (pibog sl B SQ olml Y
vi /root/bin/mymuttscript.sh
1Y Olpdd g 2 o b 0,5 0409 ¥
#1/bin/sh
echo " Here is a log summary report sent by Mutt." | mutt -s "Log

summary report" youremail@domain.com -a /var/log/messages -a /var/log/maillog -a /var/log/cron
e Sl ol 1yl gl p3Y (o i yolo .F
chmod a+x /root/bin/mymuttscript.sh

cron S ol ! .0
crontab —e
R oRe ole I8 F
00 22 * * * [root/bin/mymuttscript.s

crontab: installing new crontab

1CFON g g pw (St y) Suxo (5316l ol .Y
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service crond restart
WS Azl o ) b Colw 4 uuiled o rSYNC Il 8590 50 plios Sledbl caws (gl 9

http://www.cyberciti.biz/tips/linux-use-rsync-transfer-mirror-files-directories.html

http://www.evbackup.com/support-commonly-used-rsync-arguments/

http://www.cyberciti.biz/tips/linux-use-rsync-transfer-mirror-files-directories.html

http://www.computerhope.com/unix/rsync.htm

http://www.tecmint.com/rsync-local-remote-file-synchronization-commands/

http://linuxcommand.org/man_pages/rsyncl.htn

g Jhad (603,15 by ST

http://www.tecmint.com/useful-linux-commands-for-system-administrators/

http://www.thegeekstuff.com/2011/06/chkconfi -examples/

http://www.tecmint.com/chkconfig-command-examples/

http://www.rpm-based.org/how-to-manage-services-with-chkconfig-and-service

http://www.thegeekstuff.com/2009/06/1! -practical-crontab-examples/

http://www.adminschoice.com/crontab-quick-reference/

http://vl.corenominal.org/howt -setup-a-crontab-file/

http://content.hccfl.edu/pollock/unix/atdemo.htm

http://www.thegeekstuff.com/2010/06/a -atg-atrm-batch-command-examples/

http://pcsupport.about.com/od/commandlinereference/p/at-command.htm

http://www.computerhope.com/unix/umailx.htm

http://www.folkstalk.com/2012/08/ma -command-examples-in-unix-linux.html

http://www.binarytides.com/linux-mail-command-examples/
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http://www.thegeekstuff.com/2010/09/rsyn -command-examples/

http://www.tecmint.com/rsync-local-remote-file-synchronization-commands/

http://www.cyberciti.biz/tips/linux-use-rsync-transfer-mirror-files-directories.html

https://calomel.org/rsync tips.html

http://www.liquidweb.com/kb/usinize-loce-systems/

http://www.evbackup.com/support-commonly-used-rsync-arguments/

http://www.computerhope.com/unix/rsync.htm
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Pk Jad

L oolo gilw 0 jusd Cu o

3l ool (e 50 ol )8 glp Codgumo Sl g LQ.;T Co o (b Suwd (b i )b CSlw 0,80 j0 Jad (ol o

2055 ralgS Cazo yg pw

J518 50 1y Jhad oyl Ol yginwd oo S 095 Sugd 0,y 50 Tl 4 pladl adlgs o )b cpdgl gl STyl
B9 O ylg ] Lot S d 3,1 SleMb| 4 b usS” e Virtual-Box b Vmware (g jlxo b (yuiilo

M S 395 (6 kxo (iblo jI SNapShot OO wacwe ad (wl Ol ygiuwd cawd Jb 50 g3l cpiilo b, tolosiy

mples o,Lel LVM(Logical Volume Manager) g RAID(Redundant Anyway) s 55alessG & sy (] o

WS,

JE UWERIUR I JLF RV V

9 g o Suilgd (oo g Byl )b g LaLaS 380 lu jo sl (Gl ) oo jleslawl b

df --help

df

df -h

df -T-H

df -H

df /root -h
df -h /root
df -h /home

Filesystem Size
fdev/md0 127G
tmpfs 1.1G
udev 1.1G
tmpfs 1.1G
/fdewv/md2 1.6T
fdev/mapper/cryptvg-mybackup

635G
root@nas0l:—#
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Mounted on

i
Slib/init/xrw
/dev
/dev/shm
/data

/securebackup




=
1S oolistunl uilgl (o0 Sz O,la S5 poxe ovalin (gly 25 Heimws 31 1433
dmesg | grep blocks
s fdisk jgsmwo
99 (50 )5 4 bk S0 8,1 @Bs Ol 3o s iy
[root@serverl ~]# fdisk -l

WS solwl o parted -l 1 odlyy oo 1SS

Listing 4-1. Listing Details of the Hard Lisks
[root@serverl ~]# fdisk -1
Disk fdevs/hda: 5388 MB, B3BB108288 bytes

255 heads, 63 sectors/track, 1019 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
fdev/hdal  * i | 13 104391 83 Linux
Jdev/hdaz 14 1019 2080695 82 Linux LWM

Disk /dev/hdb: 10.4 GB, 10485522432 bytes
16 heads, 63 sectors/track, 20317 cylinders
Units = cylinders of 1008 * 512 = £16096 bytes

Device Boot Start End Blocks Id System
[Toot@serverl ~]#

S dx o gy Colw a4 il Oledbl cns 6l

http://en.wikipedia.org/wiki/Hard disk partition

parted ¢ fdisk : SCuud o, o pow sy pi0 jgiuws ¥
R0 Td g ol 30 b sl Jlo S b plg (o0

Crioti )l 10yt 4 pIB! s 9 09 55T Canwd 4 1) 03Y gale 5L Tl L ylil ool b (50,5 )5 (gl S (ot 0louiiny
b Cawd 3l 1y o SleMbl g oS 3,1y camw] U095 o 4y Cawl (ySKow (392 IS

& ol &l O, S oolawl OUQQ.'S b ools s ‘S)M.Q;J Sl o 991y0 SO wudlesu Lol Cowl oo 1Y Lo
S Az gl JolS p ) Ol yghws a4 oy jlae (US55l galyo SO Wb

! 10GB o 33w 45 a9 515 /dev/hdb S s S bo YU S b
b 20 SCSI by S d (gl sd g IDE by s s gl hd ) &S
S d 69y # 1y Olygwsd 9 ausS Adlol wus S d o) uuilgd oo olgadd dluwi 4y 8958 (5jlxo piilo a1V AL

o lod G
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Thost ~]#
calhost ~]# fdisk -1

Units = cylind
Sector size (logica
1/) size |mini

Disk identifier:

Start
1
1 does not end on cylinder bound
19 1718 1
il 2089

Device Boot System

255 heads, €3 sect

Units = cylinders o

Sector si

1/0 size [minimum/optimal):
Disk idenzifie

[root@localhost ~1# ]

fdisk /dev/hdb

[root@server1 ~]# fdisk /dev/hdb

[ Processors

i ]

ClHadDisk (5cs)  B63 & b
S\ Hard Disk 2 (551", 568

-/ CO/OVD (IDE) Num detect
[ Fleopy ﬁ.\gbj detect
@Netwolk Adapter  Brideed (Automatic) i
@Network Adapter 2 Bridced (Automatic) [/
1JS3 Controller ?esent /
‘8" Sound Card uto detect -
{,-'_-,LJPrinter Present //
EJ'DispIay ;I\ubz dtéct

Capasity
Current size: 704 KB
System fee: 173.4GB

Maxinur size: 5GB

Disk information
Disk space iz not preallocatec
Hard disk contents are storet

The number of cylinders for this disk is set to 20317.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of LILO)

2) booting and partitioning software from other 0Ss

(e.g., DOS FDISK, 05/2 FDISK)

Command (m for help)

[ [ |

g ae (i)l SO cs L

e g o0 Iy 3y ygsws laul o ()

azimzadeh
ali-mp3

Follow these steps to create a new partition (see Listing 4-3 as a guide):

1. Typen, and press Enter.

;o w2 M

the available space on this disk.

Specify that you will create primary partition by typing p and pressing Enter.
At the Partition number prompt, type 1, and press Enter.
Press Enter to start the partition on the first cylinder of the hard disk.

On the last cylinder prompt, press Enter again so that this partition uses all of

6. Type p, and press Enter to have a preview of the partition table. Finally, type w,
and press Enter to write your changes into the hard disk.

=




root@alimp5:~

and exi
lexper

M= roant@alimns:~ ; =
2438 Jos Slrnbyi gab (¥

Sl ol Alligs print the....... & )le p b y> golo Wb YU G Gub .oupo ;LA |y enter g allisi 1) M oyl

rogdwwmigulyp

edit bsd diskliabel

Ttoggle the dos compatibilitcty flag

delete a partcition

list Enown partitcion cypes -

Pt RIS i azimzadeh
SIS 8 alimp3

create

H
i
4
1

dEpduaomodH
RRpRpadEp
I gm
nmHEo jal
dponednd
HE AP S

I
i

table to disk and exit
extra functiocomality {experts onlwy

W

Commard

heads a63
— cylim

S1Ze

fdev/=dal
Parcition
Sdew, =2da2




LS enter g Al |y NGy

) o enter g puuwgd (0 )P o (oS o0 ol primary b cowsS ol 1y s oo £95 (g

Command (m for help}: n
Command action
e extended

p primary partition (1-4)

gartition number (1-4): 1

First cylinder (1-20317, default 1):

Using default wvalue 1

Last cylinder or #+size or +sizeM or +sizeK (1-20317, default 20317):
Using default walue 20317

Command (m for help): p

Disk fdew/hdb: 10.4 GB, 10485522432 bytes

16 heads, 63 sectors/track, 20317 cylinders
Units = cylinders of 1008 * 512 = 160496 bytes

Device Boot Start End Blocks Id System
fdevihdbi 1 20317 10239736+ 83 Linux

Command {m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.

(A S enter g duw oo H W U > dab Jlos! Jolas 50 Ol i wules 0 51 (F
Device Boot Start End Blocks Id System

Sdevshdbi 1 20317 10239736+ 83 Linux

Command (m for help): w
The partition table has been altered!

Calling joctl() to re-read partition table.
Syncing disks.

Listing 4-4. Verifying That the New Partition Has Been Created

[root@server: ~J# fdisk -1

Disk sdew/hda: 83BE2 MB, B38B108288 bytes

255 heads, 63 sectors/track, 1019 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
fdev/hdar  * 1 13 104391 83 Linux
Sdevihdaz 14 1019 8080695 8e Linux LVM

Disk sdev/hdb: 10.4 GB, 10485522432 bytes

: FileSystem 40,5 olxsl g o yd (O

mkfs.ext4 /dev/hdal
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S oy BET L0g5 Jole pomaw 555 oo b Jgu &l s 31 partprobes jgiws b wuilgi oo bos 1SS

partprobe /dev/hda2

o

WS Azl o ) Col 4 udly oo pdon Oledbl s gl tcand parted ol @ ;550 dol g SO

http://www.cyberciti.biz/tips/re-read-the-partition-table-without-rebooting-linux-system.html

http://linux.about.com/library/cmd/blcmd|8 partprobe.ht:

Gl SCL)asS axal o 1 s Colw @ auiled (o0 "ayas i)l SO Gl 0590 50 iy OleMbl a5l

(ol o0 Jle )

http://www.techotopia.com/index.php/Adding a New Disk Drive to a CentOS 6 System

http://docs.tinyfactory.co/centos/2013/01/11/formcen -os.html

http://www.geekpeek.net/linux-partitioning-with-fdisk/

:[dev/hdbl g0 cuw

oS oolasw! Mkfs jgiws 51wl cawlio FileSystem G ol g 93150 (w3 G yd (gl

pextd cwd bglyo caln ) Lo

Listing 4-5. Formating /devhdbi

[root@serveri ~]# mkfs.ext3 /dev/hdba azimzadeh
mkezfs 1.39 (29-May-2006)
Filesystem label=
05 type: Linux
Block size=4096 (log=2)
Fragment size=4006 (log=2)
1281696 inodes, 2559934 blocks
127996 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=2621440000
79 block groups
32768 blocks per group, 32768 fragments per group
16224 inodes per group
Superblock backups stored on blocks:
32768, 93304, 163340, 229376, 294912, 819200, BB4736, 1605632

Writing inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 21 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to owverride.

S dxal o p ) Colw 4 pdon oMbl oS gl

http://www.cyberciti.biz/faqg/howto-format-create-linux-filesystem/
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|

ad,5 41,5 [dev/hdbl ;5 L FileSystem as uils o0 Lo oo ooliiw! anlsl jo mount jeiws 31 Wb b (s
2,15 41,8 /var/cache o o SQUId S (o yaiion job 4 Lol .ol

S (o0 Jok Oygeo (pa 5 ol 6l
mount /dev/hdb1 /var/cache

df -h s
Listing 4-6. Mounting /dew/'hdb] in /varfcache

[rnntEEErverl ~1# mount Sdev/hdbl /svar/cache
root@serverl ~|# df -h
Filesystem 5ize Used Avail Use® Mounted on
Sdev/mapper NolGroup0?2-LogVol02

4.7G 2.4G 2.1G 55% f
fdev/mapper NolGroupd2-LogVol0D

1.9G 35M 1.8G 2% Shome

Jdev/hdal gaM 12M 83M 13% /boot
tmpfs 189M 0 18aM 0% fdew/shm
Sdev/hdb1 9.7G 15IM 9.0G 2% /Svar/cache

[root@serverl ~]# mount -1
fdev/mapper /NolGroup02-LogVol02 on / type ext3 (rw)
proc on /proc type proc (rw)
systs on /sys type sysfs (rw)
dewpts on /dev/pts type dewvpts (rw,gid=5,mode=620)
fdev/mapper/NolGroup02-LogVol00 on /home type ext3 (rw)
fdev/hdal on /boot type ext3 (mw) [/boot]
tmpfs on fdev/shm type tmpfs (1w)
none on /proc/sys/fs/binfmt misc type binfmt misc Erwg
sunrpc on /var/lib/nfs/rpc pipefs type rpc pipefs (Iw
fdev/hdbl on /war/cache type ext3 (xw)
[Toot@serverl ~]#

S ool unmount jaiws 31l c s )5 Jol Cdlo 4 g S (s el w0 5 4 (5,1 ol 5l duswlgs S

S 059 1y g5 Ol ygsws ) (w5l
unmount /dev/hdb1 /var/cache
df -h

M
mount -| e
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[ root@serverl ~]# umount Sdewv/hdbl f?——————*

[ root@serverl ~]# df -h
Filesystem Size |Used Awvail Use% Mounted on

Sdevimapper NolGroup02-LogWolo2

A.76G 2.46 2.1G 55% /f
Sdevi/mapper /NolGroupd2 - LogVoloD

1.9G 3sM  1.BG 2% /home
Sdev/hdal aaM 12M 83M 13% Sboot
tmpfs 18a0M O 189M 0% Sdew/shm
[ root@serverl ~]# mount -1 Jﬁ
Sdevi/mapper NolGroupD2 - Lugvnlﬂz on / type ext3 (rw)
proc on fproc type proc (Tw)
sysfs on /Ssys type sysfs (Tw)
devpts on /dev/pts type devpts (rw,gid=5,mode=620)
Sdevimapper NolGroupd?2 -LogWol0oD on Jhome type ext3l (Tw)
Jdev/hdal on /boot type ext3 (rw) [/ boot]

tmpfs on Sdewv/shm type tmpfs (zw)

none on Sproc/sys/fs/binfmt_misc type binfmt _misc (Tw)
sunrpc on fvar/lib/n¥fs/rpc_pipefs type rpc pipefs (rw)
[ root@serverl ~]#&#

S d 3l eolasw! (QUOLA) oo dotew

ol | Cudgummo S d o) slad ;I colawl sl ;0 095 ol )l Gl wuylo ad jow pow SO Glee @ LS
S axdlae Lo 1) s ol edsS

S Jos )y Jol o @b quota slx| ol
rquota Slw) jou b cwai ()

yum install quota
yum update quota

s plowil al fstab Cood 53 0 Jlosl Cudguzme of (sl wadles (o0 a5 1) (o (¥

vi /etc/fstab
S plxil [home (595 1y )5 () a0 510 e Lo x| 4o

usrquota,grpquota S adlsl fhome ol asly gy 4 gy ands g0
Listing 5-1. Adding User and Group Quota Features on a Filesystem in letc/fstab

LABEL=/home /home ext3 defaults, usrquota, grpquota 12

DS a8lsl o 1y grpquota uusles oo 1A

S 0 g 1y BB
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1Caw! Losl 69)&%%&&.‘)&0‘)5& (V

(0SS oolaiiw! pgo o ofy 31 0,8 41 51) 0SS HI Lol o (595 2 0518 Jlosio! g ) jgsaws (I
mount -o remount /home

cat /proc/mounts

g b Sdzzo (g53lwil oy (o
reboot

Oy Co pow [yquota by LB le o quotacheck Il jlcolawl b (F
:quotacheck !l sl 2ol ,b
Nos> LB quota SO cslw:-C
2 sl Jb (pwyni-u
09y5 g b ow)yig
N =95 puleitv
quota L SO csle

quotacheck -um /home

/dev/mapper/vg_data-lv_data [/home]: user quotas turned on
toyo cyiodao (6l Olowdadd Suzxo (w0 (O

g axlgo aab o] (4090 Sigels g o pling b Lyl 5o casil 008 S5 a3LSl pgo al> o 4o |y grpguota 51 :axsS

S BBL ol
quotaon -p -a
group quota on /home (/dev/mapper/vg_data-lv_data) is off

user quota on /home (/dev/mapper/vg_data-lv_data) is on
ol slpquota LU csle (7

edquota -u UserNme

edquota -u ali
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Disk quotas for user ali (uid 561):
Filesystem blocks soft hard inodes soft hard

J /dev/sda2 2 0 0 9 0 8

oy @ o e (g Tde

ol oy Jled quota o gl a5 uib o Lo filesysm o : FileSystem

A5 o0 ool ] 31 pils o j8 w5 AT cawl oo Sgb sluxi JS5Ly - blocks

g oo file system by Sals 3l oolawl jo Codgume ol ! (gl yow 98wl - hard g soft

SOy ol Ole o0) WS (0 SIS g oS 095 4O e B Juosl 9 L yulgd b 18 0 y90 4o SleMbI : inodes
.(O; lowo O&)M

WS oo lay gl o ool g b U Bis b iasss
Seb oo file system by inodes 3l solaiwl ;o Codgumo ol gl (ygiuw 90 ¢! - hard g soft
1GB Mo : S ol 0,15 (gl Lad 31 colasw! Cudgamo o 10 duad als po ol 4o
Disk quotas for user cent (uid 500):
Filesystem blocks soft hard inodes  soft hard

/dev/mapper/vg_data-lv_data 32 1024000 1024000 8 0 0

toy yrodao (6l Olouddsd Suzo cwyp (Y

*** Report for user quotas on device /devimapper/vg_data-lv_data
Block grace time: Tdays; Inode grace time: Tdays
Block limits File limits

used soft grace used soft hard grace

1024000 1024000

ol 900 oo U ol Bilgy 51 ol (BB s Jlos!l oyl )5 50 5l 1y Sloalisd cpl duiuwlgs 51 4SS
: azimzadeh p,5 4 ali g, ool plxil Wloudidd Jlos! Mo oS Jlos!

edquota -p ali azimzadeh
s o led sl

repquota -a
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S Azl o ) s ol @ usilei oo quota O g0 Ho ydioy Oledbl cusS (gl

http://www.centos.org/docs/5/html/Deployment_Guid -en-US/ch-disk-quotas.html

http://en.wikipedia.org/wiki/Disk quota

http://support.hostgator.com/articles/pre-sales-policies/rules-terms-of-service/inode-usage

https://access.redhat.ce/ch-disk-quotas.html

:RAID (5359195 L:‘saLa.wT

99 12 89y » Gledbl (bgi Gl SWST (pl 5l il (0 Lo bl waples Seuwd T LS Bl I (ol sl
S 00l HIS Aoldl (gl y pgd S d 3 s S o] b S d 31 (S 4T 89 g S 05 L] Sy S

s bo gl ol a5 o9 510 S0 90 Lo &89 50 (Jg S o0 oLl Scuwd SO B jo 1) s s g0 ;2 centos
ol 4 Lo o camwl Lo yiiS s d )51 45 Camd (pl o 4] 9 3,410 999 Ty JSCieo S Laid 099 wplgs dude
S 9B (aw pwd B S d
:RAID ¢&lgil

23105 0929 i (Mo g 9 W80 (g0 (il |y o (o) 4 Jole s (92 el Slogndeny oyt

o095 595 ) ©ledbl Wb &5 (g Cand 18,95 p (55505 ey 3l Jgl £ b amulio )0 95 (i, 380 o5 Y
SsSs 4 USB device go (40,5 S (] Qb sl sl 51 (S oS 0SS aol 00,5 cputi 45 gl>n o
359055 4 (storage area network) SAN G g SATA &G USB device cus SO ST Do .l

RAID ¢l p 1) 659995G adgl Jgol .00 5 Lo (4099 (2> 4 (0 (Jg il Al ools Lo i :( Jx>) fake .Y
S S 2595 by 45 Cand (nl a0l pagn 5 o Gilw ooy o os g0 4 g Ol Tdyd
b o el

RAIDO , RAIDL 154 oo (Gl o )13 o5 €95 b T 516 ¥ 1aid o5 o0 0 RAID 5 ciliio g # o
.RAID5

¢Cews> RAID O

Wy & Oledbl g il o cuS F S0u0 b e Wyge a4 pp b Seuwd gl Sewd ¥4 Plas
WS 0yl 8 b s (69 (9l Lo yi5) a¥ole

¢Cammz RAID 1
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(0 Mgl Seuwd 99 2 (59 p GledMbl o ylo 5l Swws ¥ 4y Plus )5 (pl gl g Gl Bgyxo 3 mirroring 4
g wplgS yimy puw (ilgS Joo bol (Al (o0 Job (05 (pubgi Jos bl 090

owiad )b Lol S s S )81 a8 Canl (ol 5 LAl g ailgd Suwd plas 1 aS add ausid wilgi oo cENtOS (49
xol 50 g oS colaiw!l logs Kuud y» 20GB I haid uiley o bl 30GB Lol ;550 S d 9wl 20GB
ilo o0 oolaw! M Lol sLad 5110GB

fCwmsz> RAID S

30 Ol 0355 518 oo gl ek g 0410 Gl S o Ay g il o0 Gl Ay s odliswl 4 £g5 Ol
Ll 510595 G:gpMM‘ 3l .MQ@MWSP,L&»)”N <9

WS ax>l oy s ol a4y udled o B RAID 0 g0 jo mlion OledMbl s 6l

http://parspack.com/the-news/177-hardware-software-raid
http://technologyworld.blogsky.com/1389/04/10/pos -200/
http://anegar.blogfa.com/post-3.aspx

http://www.sarzamindownload.com/contents/1125
http://en.wikipedia.org/wiki/RAID

Sl /proc/mdstat 4 ;0,5 oS (5,138l o5 SWRAID cwyyp iy oy oy col,

0 Josl 1y OMSTho Lol Joou| d ( JSClo 8959 g 50 9 09 (o0 o0laiwl W RAID oy gl 95 yoswd )l
S

mdadm --monitor --mail=your@email.com —delay 1800 /dev/md0

:.LVM (Logical Volume Manager)

o yud gld oliws plw g glyd s WS gid 40 45 cowl Logical Volume Manager & le hiso LVM
WS 0 S i 1y OleMbl

! T i )l b S 93150 S "volume” &yl 3l Sguado

il oo wSeid gl 48 y> Colo 3> W RAID gLVM S 50
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http://linuxsecurity.blogfa.com/post-9.aspx

http://www.hamcodi.ir/qa/questions/1044/lvmD%/

http://www.persianadmins.ir/v2/articles/linux/list/190-lvm.html

http://www.tldp.org/HOWTO/LVM-HOWTO/

e W [ e W |
VolGroup00 | vg-home

Firgi cowt \“J \m “ J,

Logical Volumes

Block Devices sdal sda?

(about 100 MB) (the rest =LYM)
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http://en.wikipedia.org/wiki/Comparison of file systems

http://www.thegeekstuff.com/2013/01/mke2f -examples/

http://www.tutorialspoint.com/unix commands/mkfs.htm

http://www.omnisecu.com/gnu-linux/redhat-certified-engineer-rhce/linux-mkfs-commands-
howto.php

http://www.linuxtopia.org/onlinee RAID-ppc.html

: RAID1 g RAID5 ¢l glp Jle jlaws by S

http://richard.blog.kraya.co.uk/2012/04/27/3t -hdd-raid5-centos-6-2/

http://www.sysadminhub.in/2013/07/rai _-5-configuration-on-centos-using.html

http://www.centos.org/docs/5/html/Deployment_Guid -en-US/s1-raid-config.html

http://infoliser.com/how-to-configure-software-raid1-with-centos-6-x/

http://sammit.net/mirror-raid-1-centos-6-4/

http://www.cyberciti.biz/faq/centos-redhat-rhel-linux-setup-create-raid1/

www.cobranix.com/index.php/raid1-mirrored-array-on-centos-6/

https://www.jcputter.co.za/centos/setup-lvmraid-on-centos/
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CentOS )Q L./._uuo‘

28 Sl (5518 wpd (o0 plamil g sl )l gl ¢ (G Sy HUS 50 Hepw pe S L oy (Sl I S
00 gm] (50 B e il sy 1y il g Olowsl 095y m 50 1) (ol (gl JBluo ailgss (5T Lol .0l (o0 59
OLS x> mdlgS (03 097 g (0 OLS SO Bl awb ) Jad (nl il e 995 slay I 4 wdlei (0 bl

w5 0 Lal LT (1 yingen 4 05 (g0 (st D91 YUy

: SSH (Hardening the Secure Shell) ;5 ool i l3d!
Sy S Wl e Sy il (0 SSH LI 10 515 g (T b dilzg) 4 ()l pe 45 (9 caomndd 51 (S
S (5Tl g i 0> B ey 4y 1050 Sgii 31 S sl ik 2l 5 el (515 f (512 Ty o Sl
10,19 5158 325 yrmno 33 SSH 4 bgr o (600,50 0505 ynns
/etc/ssh/sshd_config
S ot ey S oo 50 Sl 51 B YU nno 16 5 spen S
1S (g3ladloly 03L90 1) g (prl b SSHD (gusu 550 59 i 5L 51 (e 20 4SS
service sshd restart
S Jlosl 1) Ll s 4o b g ool SSH ool (il (sl 25 b (9, 3 Sy 2 51 ailyi (o0
sl ) # cwdle g udS oy g3 b )
PermitRootLogin no#
ol AN o e painnn i yguo A1 FOOL 4 U 0gls o0 el 15
:SSH & (] 3,15 (30 5 dguxo Y
1S oolistwl (ol L y3g2 sl cudgamme slml sl 55 ygiuws 31 duiled (0
AllowUsers alimp5 reza root
122 O ygy yuuits Y

o2 (0 i [y T Ll 50 Loy 9l Juog i 43 YY Wjay 3l sl (0 il yab &
#Port 22
port 2345
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1058 Jlas! 355 Jlg 1 50 ek Sy sl 9y yedd 3l kg S

A INPUT -m state --state NEW -m tcp -p tcp --dport 2345 -j ACCEPT- iptables
S a3Lal 1y o] g YU bas \ST1 4SS

:W
service iptables save

service iptables restart
e |y 25 BB Gos olao ol
vi /etc/sysconfig/iptables
Hp b Cyguzme byl -F
S ool 5 5 Heiwd I duilei (0

iptables -A INPUT -p tcp -s 190.160.50.85 --dport 22 -j ACCEPT

service iptables save

service iptables restart
: brute-force WMo ;| 5ol -0
Al ) Ho L Y 5l yden ST 09l Juog piuww 43 SSH 31 ,b 51 Conl 51,8 &5 (oS 098 (o0 Caely 0 O jgiuwd
13,5 adlgs S 1)IP () aiBo) oo ay Jlg pl S it 43 i Juog 43 G0N
iptables -F
iptables -N SSH_CHECK
iptables -A INPUT -p tcp --dport 22 -m state --state NEW -j SSH_CHECK

iptables -A SSH_CHECK -m recent --set --name ssh
iptables -A SSH_CHECK -m recent --update --seceonds 60 --hitcount 4 --name SSH -j DROP

service iptables save

service iptables restart
‘saog.«a." 9 (SOH0E ‘5& -.b.LT colw -7
WS Jos gy ol @b

ssh-keygen -t rsa
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[root/.ssh/
WS OGO j gy S wwile oo oo o
) lhgiws oo Coled 5o
chmod 700 ~/.ssh

chmod 600 ~/.ssh/id_rsa
cat id_rsa.pub >> ~/.ssh/authorized_keys
w5150 g
chmod 700 ~/.ssh
chmod 600 ~/.ssh/authorized_keys

restorecon -Rv ~/.ssh
: oS adlsl sshd_config a ) w3 s sl e
PasswordAuthentication no
o g Suxo (g 3ludl oy g
service sshd restart
WS Ao gy Colw a4 id ool 1 pden S50 sl

https://www.digitalocean.com/community/articles/how-to-set-up-ssh-keys--2

[root@localhost ~]# ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id rsa.

[Your public key has been saved in /root/.ssh/id rsa.pub.

|The key fingerprint is:

Sa:fb:b3:7e:52:aft:6T:dc:fd:bb:ea:bl:d6:02:d7:16 root@localhost.localdomain
The key's randomart image is:

+--[ RSA 2048]----+

[root@localhost ~]#
[root@localhost ~1# chmod 788 ~/.ssh

[root@localhost ~]# chmod 608 ~/.ssh/id rsa
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[root@localhost
[roo ocalhost
[root@localhost

cat: id rsa.pub:

[root@localhost
dlocalhost
ocalhost
ocalhost
ocalhost
ocalhost
ocalhost
ocalhost
ocalhost
ocalhost
ocalhost

~]# chmod 788 ~/.ssh

~]# chmod 600 ~/.ssh/id rsa

~]# cat id rsa.pub == ~/.ssh/authorized keys
No such file or directory

__]#

__]#

~1# cd .ssh

.ss5h]#

.sshl#

.ss5hl#

.55h]# cat id rsa.pub == ~/.ssh/authorized keys
.5shl# chmod 700 ~/.ssh

.ss5hl#

.ssh]#

.ssh]# chmod 608 ~/.ssh/authorized keys

ocalhost .

ocalhost .

estorecon -Rv ~/.ssh

ocalhost .

F 6y oloj o Y

g lad bl )l WSS 0515 iy 4B Y U )5 55T 45 0 (el (o0 0§ ygiuwo b Land

#LoginGraceTime 2m

S s o2 1y ] o) duilgi oo 1AiSS

LoginGraceTime 60 L LoginGraceTime 1m

#X11Forwarding no
X11Forwarding yes

X11Forwarding no

#X11Forwarding yes

PrintMotd yes

PrintLastLog yes

vi /etc/motd

welcome to my server

rudd ool 1) T i 4xif gl )5 b 5 03,5 oy 1) ) oo bas —A

:d%)h{ﬂ [)LQH # CAAELGS oé)f |J¢%|)Jﬁj‘slb ks -9

:motd & el -V

1090 (o0 00l i 49 2,15 3959 31 v plig s les 6l

S 3yl o jo 1) ) b s diged gl y
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if wou
bebe b oo bRt bbb Fo i bbb Fi i R p e A e p g e

:banner & el )
ooy eS| pliny O Wigdh Lol i 9,9 widlss (0 45 (Gl 4 wilyl (o0 1) LI plxil
:lassl
vi /etc/banner.txt
WS 95l 1y 5 e
This computer system is for authorized users only. All activity is logged and regularly checked.

Individuals using this system without authority or in excess of their authority are subject to

having all their services revoked...
:dolsl yo
vi /etc/ssh/sshd_config
sy 1y 3,15 51,8 (T 53 e BANNer s a5 5 pwmn 5 94510 5 |y # Ceadle 5 0l 35 s JLSS &y (s

#Banner none

banner /etc/banner.txt

132




login
o33 303

E
#
#
#
i

:fail2ban ;I colasw! VY
295 L Lol 5l a5 wbl o fail2ban 31 eolawl SSH 6 5Lw (ol (gl g (golgsiion sl oly (p 5 ogoe SO
] )‘J)?x =

3aild 1y o1 Il oyl ouizlw Colw 31 L 350 (y0gm cuad yguo 4o Wbl cuas dsb EPEL g Remi yjloko :asSG

S
http://www.fail2ban.org/wiki/index.php/Downloar
https://github.com/fail2b: |
ool
yum install fail2ban
S
vi /etc/fail2ban/jail.conf
tbglas (1 Yot gy

Nig aid S A 10 (k) jlre Camad (leie @ 0 5lo il a5 S ip iy ignoreip
ignoreip = 127.0.0.1 10.0.0.0/8
Dg 0 (6 S ol i 4 5 0959 3 &5 Sy Wow :bantime
bantime = 15
600 sec =10 min

WSS 0,519 8 ygu Cawl jlxo pl5 a5 Sledo oluxi : maxrety

maxrety =3
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vi /etc/hosts.deny
:W

sshd:ip-attacker
sshd:175.16.25.127

:(Failed)wigds Jog y9 pw 4 diciuilels a5 obd ip o bod
cat /var/log/secure | grep 'Failed password' | sort | uniq -c
WSzl o g3 b ol  uilei (o0 SSH (g5lw (ol 390 50 yden OLedbl cons’ gl

http://www.tecmint.com/install-fail2ban-on-rhel-centos-fedora/

http://www.pontikis.net/blog/fail2b: -install-config-debian-wheezy

http://www.tecmint.com/block-ssh-server-attacks-brute-force-attacks-using-denyhosts/

http://webees.me/setting-up-ssh-access-between-mac-osx-and-centos-in-virtualbox/

http://www.cyberciti.biz/faq/rhel-linux-block-ssh-dictionary-brute-force-attacks/

http://www.tecmint.com/ -best-practices-to-secure-and-protect-ssh-server/

https://wiki.archlinux.org/index.php/Secure Shell

http://freecode.com/projects/dropbear-ssh

http://www.tecmint.com/ssh-passwordless-login-using-ssh-keygen-in-5-easy-steps/

http://www.thatsgeeky.com/2011/01/limitir -brute-force-attacks-with-iptables/

:PHP.INI jo cocal giu ]33
ly p3¥ Gyl g S wl ol Caswl Gl )l (gly couniil 05,5 PHP i 4y pladl logs 59 pw (595 5 Lo ST
s el
:php.ini JB o s d o 1SS
/etc/php.ini
vi /etc/php.ini
S 3yl 8l yo 1y g3 Ol ygsaws -
disable_functions = foreach, glob, openbasedir, posix_getpwuid, f_open, system,dl, array_compare,

array_user_key_compare, passthru, cat, exec, popen, proc_close, proc_get_status, proc_nice,
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proc_open, escapeshellcmd, escapeshellarg, show_source, posix_mkfifo, ini_restore, mysql_list_dbs,
get_current_user, getmyuid,pconnect, link, symlink, fin, passthruexec, fileread, shell_exec, pcntl_exec,
ini_alter, parse_ini_file, leak, apache_child_terminate, chown, posix_kill, posix_setpgid, posix_setsid,
posix_setuid, proc_terminate, syslog, allow_url_fopen, fpassthru, execute, shell, curl_exec, chgrp,
stream_select, passthru, socket_select, socket_create, socket_create_listen, socket_create_pair,
socket_listen, socket_accept, socket_bind, socket_strerror, pcntl_fork, pcntl_signal, pcntl_waitpid,
pcntl_wexitstatus, pcntl_wifexited, pcntl_wifsignaled, pcntl_wifstopped, pcntl_wstopsig,
pcntl_wtermsig, openlog, apache_get_modules, apache_get_version, apache_getenv, apache_note,

apache_setenv, virtual

allow_url_fopen= off
allow_url_include= off
safe_mode = on
register_globals= off
safe_mod_gid=on
open_basedir=on

exec= off

shell_exec= off
display_errors= off
session.cookie_httponly=
max_execution_time = 30(
cgi.force_redirect= on
magic_quotes_gpc= off
magic_quotes_runtime = off
magic_quotes_sybase = off
session.use_trans_sid = off
asp_tags = off

expose_php = off
html_errors = off
ServerSignature = off
UseCanonicalName = off
HostnameLookups = off
ExtendedStatus = off

register_long_arrays = off
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track_errors = off
ignore_repeated_errors= off
ignore_repeated_source = off
display_startup_errors = off
safe_mode_gid = off
output_buffering = 4096

php_value session.use_trans_sid =0
php_value session.use_only_cookies =1
session.auto_start=0
session.cookie_lifetime =
post_max_size = 256K

variables_order = "EGPCS"

0: MD5 (128 bits)
1: SHA-1 (160 bits)

session.hash_function =

:Lb . oe ‘5‘)‘3 ‘_;A-“ &|93

S axalpo ol ! (Sl p” ol 4 aulgl (o YU gla ks 51 GG a3 590 50 piion Wledb] oS (gl

oS S o 3y jlows lae ool (yiogd g1y YUSEF_HaCkeR o336 Cowgsd 3l dul s cpmod 5o

http://forum.irsecteam.org/forum45/thread1282.htm

WS Azl ) sl Culw @ uiled s PHP.ini Sibw (ol 3590 jo  pidn OleMbl s gl

http://www.cyberciti.biz/tips/php-security-best-practices-tutorial.html

http://docs.cpanel.net/twiki/bin/view/AllDocumentation/WHMDocs/Phplni

http://www.openlogic.com/wazi/bid/221168/Improv -PHP-performance-with-PHP-eAccelerator

http://www.symantec.com/connect/articles/securing-php-step-step

http://www.tenable.com/blog/configuration-auditing-phpini-to-help-prevent-web-application-attacks

http://blog.grik.net/2007/03/som: -security-settings.html

http://php.net/manual/en/security.php

https://kb.mediatemple.net/questions/1700/Increase+PHP+security+with+PHPSecInfo!

https://github.com/funkatron/phpsecinfo

http://www.mediawiki.org/wiki/Manual:Security




http://docs.cpanel.net/twiki/bin/view/EasyApache/Php/RequestHandling

http://www.prestatraining.com/1 -tips-to-optimise-your-php-ini-file-for-prestashop/

 iptables U )15 g (it o)lgn0 O g0 Sy
o2 Fmog JUo bol jodd 1y pbo (g Coond 005 o0 (2w Lol el () axbo Yoo QLS G iptables (pl 095

S 21y g1 Olygiwsd b Jlg pld 50 i 5L pd 51 dmy 1eteo 4SS
service iptables save

service iptables restart
10,19 41,8 Lxsl yoiptables a5 o po oo 1) 4SS
find / -name 'iptables’
riptables o ool z 50 (yilgd yauo Y ausS
cat /etc/sysconfig/iptables
s 3 05525 51,8 Al 55 (lgh ples 9d on sl 5T b5 (I COMMIT aibgi o i (oo 16 51,0
2SS ool LT 31 wilgu
WS 35l 1y ) yeiwo wiled o iptables Jxd ynilgd cualice gl :F aisS
iptables -L -n
PSS o0 youe Lok abogy po (ped o] 5l A Gl o i Slawd ou Lol -V Y 4SS
iptables -L -n -v
109 E9 0 o 3l 30 ol Joe U asS o0 (oB0l0de yo due W |y b aiun Sluwi i jlols -Z 10 AT

iptables -L-n-v -Z
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Listing 10-2. Viewing the Current Rules

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0
Chain FORWARD (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Chain RH-Firewall-a-INPUT (2 references)

target prot opt source destination

ACCEPT all -- o0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -— 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp — o0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- o0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED

ACCEPT tcp —- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all — o0.0.0.0/0 0.0.0.0/0 reject-withe
icmp-host-prohibited

:iptables Lol Jguo ;L2 3l paiso Olxussd

filter Jous -

Higd o0 oolaiuwlfilter Jous jo Codgummo olm! (gl «Sou pild ilgd

:(chain) ¢ i)

2L buwgi ouls Ly p23 (g 0y Lol el (095 (6d 0 iy ) o aiS L dcgosmo (5w SO SIyl0 Jou 2

WOgl Sl Wilgs o0 Jud

P 0 il [y ddnnd o ) Jad 5o g S i ST S b A5 (SilgB acgamo I (6 S Wilg (0 11,5 45 (5590 4
INPUT_ESTABLISHED L DMZ_NETWORK

o 0y () yaden

dd b Jxo b CS g yLibauadio a5 098 o0 soliiw] o aiuwy (gl » =input (I

&S 2 Sy o) 9dlanl 953 SRONIC g yiws j0 Gbjygpw 4 &5 2wy yilid forward (o
Obaz @b il Wl b S G0 Al 4 Al S Jlail (gl g oS 0 solwl iptables 1 Jlg pl a5 Sloj Mo
WSS Heee Jlgp

Higd ZHls wlesS 0 g Wil oud udgi (Lo Caow ) (Axo job a5 0% o0 soliiw! o aus (gl » =output (o
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: nat (network address Translation) Jgu> -Y
B9 o0 03l duado b diuws guco w8 Ao 5 40 i g port forwarding yo cpozxed g 4%l ol Ao 5 (gl p
S 0 plxil iptables jo g3 a0 S o, J L S SO a (6,5 oyl 1S

echo 1> /proc/sys/net/ipva/ip_forward

Local Socket
User / \

Kernel .Y
filter INPUT filter QUTPUT

A

Incorlring QOuigoing
Packefs Rou Packet
TOCKES o] nat PREROUTING |—on D:’is:i Filter FORMARD Y .| nat POSTROUTING |— 5

Figure 1-1: iptables packet flow

Dg o0 oolaiwl 9959 Ao 4 b aws (4018 yuuxi sl o =PREROUTING
29 (g0 o3liiwl E9y5 (pxo &1 b dw (131 i (552 -POSTROUTING
10w ((w piwd j0) gizo NAt Jouo JS10 50 Ladd as Sloal 510,00 F

Cadisllo L MACTH L )51 45 diiwn S 51 duaio Ip wyo] (w993l 9 dualio a5l ol 4o 5 (gl =DNAT (I

Ded o0 ploil Cllls

«owl yaizo OUTPUT g PREROUTING 3 o2 L g

1wl 0010 s gi 1) ggub90 (pl gily Jlo SU L 5 ol
https://www.frozentux.net/iptables-tutorial/chunkyhtml/x4033.html

D9 (o0 0Ll ditmy Touo (10501 OIS yud' (612 =SNAT (o

1wl 0010 s gi 1) ggub90 (pl gily Jlo SU L 5 ol

http://www.fwbuilder.org/4.0/docs/users guide5/source-address-translation.shtml

b o0 yaizo POSTROUTING o kid =MASQUERADE (o

1wl 0010 s gi ) ggub90 (pl gily Jlo SU L 5 ol
http://syrlug.org/contrib/ipmasqg.html

9 5590 Gygr Ay Oyge 3l L Al Colud g i Sl g1y Nat yo Jle g vl )15 gld o I S =REDIRECT (&
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S Culud AvAe Siyes 69y A gy 3l Ty He w4 099 S8l wudleS oo loh uulS (038 1 Lo

iptables -t nat -A PREROUTING -i ethO -p tcp --dport SsrcPortNumber -j REDIRECT --to- port
SdstPortNumber

iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to- port 8080

sl 001 b 1y £ 9090 ol dly Jlho Sy b 15 s
http://www.cyberciti.biz/faq/linux-port-redirection-with-iptables/

:mangle Jqus> -Y

09 (0 0Ol Ay S (g pw Wd £95 0yl Lo L (43,5 0,5 (5l

1855 oolicwl Wl 31 ylgi oo Jous oyl 3zl 50 9 dicwd yizo Mangle Jgu J515 0 kid a5 Slaal 51 5,90 ¥
bl (o0 Ay 30 iy e 95 pudS b /g il (61 T Sue =TOS (I

D 3S Ly |y Ay SO (W) joe lo) G g o0 dime to live =TTL (o

9 <y wnlgs ol & A T WS (20 Hladie ) vue b Jlgpld bawgd ig) 50 3l Zoys plKaR o Iyt 51 Ml
Al dles adad b ol b Hais jeo cawld bLS |

1wl 0010 s i 1) ggubg0 (1 gily Jlo SU L 5 ol

http://unix.stackexchange.comles-set-mark-route-diferent-ports-through-different-interfaces

(raw Jous ¥

SUO ) pmaw bwgl oS (6,105 Cuodle (gl digf 4 1y b dws dudlgd oo Loud 45 Cawl (B9 o] cwlwl 8 L8

S o0 plomil b dius (59, NOTRACK (3 ,b 5l (5,145 Sua b, ¢
WS o Sluiiy 295 4 OUTPUT g PREROUTING ;I Jgus o

il ) Colw 50 Jguzr (pl 090 5o pidion Clxadgd

http://www.inetdoc.net/guides/iptables-tutorial/rawtable.html

b du
S8 Gygo ol 69y p3Y G L3I0y dm Sl j0 B0 pdy co (9095 3 yeae (gl |y dun Jlg 2 =ACCEPT (I
Ay (03 o 33 (51 (ooliy T 9 Oy (0 9095 ) s9ae I Ty atas J1g 218 -DROP (o

i 38 (o0 0wy (5l ()plins 9 00y (03 (w095 5l H9ue (Sl 1y ai Jg 218 =REJECT (o
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o y dos T WS 0 > Acknowledge U ploo TCPoy jus k5 4o tep/ip 4o 1, TCP gUDP JSGgy 99 Dl
o (g UDP 0 Lol .Mﬂl)mw@wiam a3 W51 g b

g o0 Jlwylsyslogd & (slasgy cd)log Joe glp b s ©ldse> =LOG (o
el jlwlgs |y 0 iy JS10 50 dws SO (50318 3 aolsl =RETURN (&

P Ol ygskwd

S a3LSl Jlg w4 e (4938 G wlgi (0 i-A

D9 (o0 o3liiwl Jguar 0 S92 g0 (ilgS pladt (10,5 S sl :-F

Dg (o0 ool oul Ol 6 iy 31 (98 (pada b SO B gl :-D

Og (o0 o0lsiwl ouls Lol 0 iy 0 Pl (e L Se g Gl i

gy o ooliiasl sud Sl 0 iy JS19 53 98 Sy (a3l (sl iR

Dg o0 oolaiwl ooy CLG] 6 iy jO (yiled plod (40 )5 Conad (gl :i-L

Dg (o0 o3l o iy S sl gl :-N

D o0 odlaiwl 0 i ) S Bds (gl :-X

-9

P ol

udp , tcp , icmp Lo .0l o SS9y £95 00SS (pni [ -P

V. PP RPN BERE

Dl (o Swado wyol :-d

eth0 : o .aigd <l yo o bawgd 1 diws Cawl )8 45 o i) o 2 i

.dgs PREROUTING 3 FORWARD g INPUT (5l 6 iy 3 )lg didlgs oo 45 Gl (3l diiwns (51 0 aiid 143
eth0 : Lo .Wgds z,)B o 51 b dws Cawl )8 45 uwsd iyl b :-0

-9

bl oo YL b s Sleus g 3l (B Sl g SS90
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TABLE 1 TABLE 2

Chain 1 Chain 1
— ~
—» Rule 1 —» Rule 1
—» Rule 2 —» Rule 2
Rule 3 Rule 3
= o=
Chain 2 Chain 2
— =
—» Rule 1 — Rule 1
— Rule 2 — Rule 2
—» Rule 3 — Rule 3
B et
FILTER TABLE NAT TABLE MANGLE TABLE
INPUT CHAIN " OUTPUT CHAIN | | INPUT CHAIN

= —

OUTPUT CHAIN PREROUTING CHAIM LOUTF’UT CHAIN

s

'FORWARD CHAIN|

MEI;OSTRDUTING CHAIN FFORWARD CHAIN
G- -

G .

IER EROUTING CHAIN

M

ED STROUTING CH Ala

S Azl o ) (sl Colw 4y uuiled (oo YU Wilwdgi jI yidias S50 gl

http://forum.irsecteam.org/forum46/thread1648.htm

http://ipset.netfilter.org/iptables.man.html

http://www.thegeekstuff.com/2011/01/iptable -fundamentals/

http://www.linuxtopia.org/Linux Firewall iptables/index.html

http://www.linuxcommand.org/man pages/iptables8.htn

http://blog.adityapatawari.com/2011/12/i -packet-filtering-iptables-explained.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO-6.html

http://ipset.netfilter.org/iptables.man.html

http://www.iptables.info/en/structure-of-iptables.html

http://www.karlrupp.net/en/computer/nat tutorial

https://www.frozentux.net/iptables-tutorial/iptables-tutorial.html

http://www.cyberciti.biz/faq/rhel-fedorta-linux-iptables-firewall-configuration-tutorial/
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http://www.cyberciti.biz/faq/?s=iptables

http://www.iptables.info/en/connection-state.html

WS (o0 S 1y (iled pled p05 gims -
iptables --flush
P 0oLl adlgl (o0 5 S0 sgiuws I Mad bl bLI,I o (ASho gt 4SSyl 51 plawbl sl
iptables -P INPUT ACCEPT && iptables -P FORWARD ACCEPT && iptables -P OUTPUT ACCEPT
:LoopBack gl ogumxols (g yiuwd) Sl 5 olxy | -Y
10=127.0.0.1

iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

duado d slouw jl o pawd (40,5 Sguxe Y
iptables -A INPUT -i lo -s XXX XXX XXX XXX -d XXX XXX.XXX. XXX -j ACCEPT
Mb ° ;‘M L’J)QT ip:-s
bl oo Juado w,yolip :-d
1Sl jo 1 s ;550 B,k 5| HTTPD, FTP, NTP oy o g 40 (o s o)1 1) JLio
iptables -A OUTPUT -p tcp --dport 80 -j ACCEPT
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
iptables -A OUTPUT -p tcp --dport 143 -j ACCEPT
iptables -A INPUT -p tcp --dport 143 -j ACCEPT

iptables -A OUTPUT -p tcp --dport 20:21 -j ACCEPT
iptables -A INPUT -p tcp --dport 20:21 -j ACCEPT

il 0olo (Lid Ll (gl ) JSB 50 1y -5 3l ool Caound SO Y JLw
Listing 10-4. An Example of Address Matching

-5 192.168.3.20 # packet sent from a single host
-5 192.168.3.0/24 # packet sent from any host on the subnet
-5 ! 10.0.0.0/8 # packet has sent from a host not on the subnet

LT 40,5 SN 9 SYN (6o dtws wwy ¥ JLio

iptables -A INPUT -p tcp ! --syn -m state --state NEW -j DROP
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sl (50,5 I 5 4T 4T @ yg0 41 9959 Jb 50 b s oy Y Lo

iptables -A INPUT -f -j DROP

:Null ¢ XMAS sl ascus 40,5 S :F JLoo

iptables -A INPUT -p tcp --tcp-flags ALL ALL -j DROP
iptables -A INPUT -p tcp --tcp-flags ALL NONE -j DROP

:DOS solw WMo 48,5 S b Lo

This module works like a "hysteresis door". as shown in the graph below.

rate iEkt.fSJ L AzimZadeh
| / Dos \ Alireza
' i L Ali-MP3S

Edge of DBaS —|..... e e

= (1limit ™ | £ Y,
limit—-burst) | e Y, i
| r - b Fi ,
| / % P N
End of BaS —[f et ennnnnnssnesens f e e e Y. f
= 1imit | =+ =it
————————————— S et e S S B S S s S (R T2 e
LOGIC => Match | Didn't Match | Match
<—Flood 11— L Floerl F—1=>%
Total - IFRE IS e YHHH
Packets| REGe YHHNH Azimzadeh
| muam = THNHN
10 | o '
| o e b4
| e Y
[ e YN
- YN
= b4
| Y Eey: ¥ —> Matched BRule
| Y N —> Didn't Match Rule
| ¥
4
0 4-——--"————-—-————————_———— e > Time (seconds)
] L 2 3 4 5 ] T 8 9 10 11 12

iptables -A FORWARD -p tcp --syn -m limit --limit 1/s -j ACCEPT
iptables -A FORWARD -p tcp --tcp-flags SYN,ACK,FIN,RST RST -m limit --limit 1/s -j ACCEPT

iptables -A FORWARD -p icmp --icmp-type echo-request -m limit --limit 1/s -j ACCEPT
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Lols glp 1y cawl p3¥ aSll cpl ool ooy, Sy o &S Slygiws JBlus o,lo wuad o) SO0 90 @b 5 JLw
e o
WSS CBS gy b (0 LAN Ao 4SOl SO (gl g9 ylew o] 1S

FIGURE 13-2

Using iptables as a firewall between the Internet and a LAN

To Internet
| IP Address: 123.45.67.89
| Interface: eth0

Services

1 Web Server
FTP Serjer
DNS Server

To LAN
IP Address: 10.0.0.1 | |5
Interface: eth1

»

LAN Address
10.0.0.1/18

Local Host
IP Address: 127.0.0.1
Interface: lo

Firewall Computer
The firewall computer is set up as follows:

B local Host —127.0.0.1 (IP address) and 10 (interface). You shouldn't need to change
these.

B Connection to the Internet — 123 .45 .67 .89 (IP address) and eth0 (interface).
Replace them with the static IP address and interface name associated with your
connection to the Internet, respectively.

B Connection to the LAN —10.0.0.1 (IP address) and ethl (interface). Replace
10.0.0.1 and ethl with the static [P address and interface name associated with your
connection to your LAN, respectively.

B Computers on the LAN — Each computer on the LAN in the example has an [P address
from 10.0.0.21t010.0.0.254. Change 10.0.0.255 to a number that matches your
LAN's range of addresses.

Jel s -
# (1) Policies (default)
iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP
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090 sy —Y
# (2) User-defined chain for ACCEPTed TCP packets
iptables -N okay
iptables -A okay -p TCP --syn -j ACCEPT
iptables -A okay -p TCP -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A okay -p TCP -j DROP

ipgm uy =V
# (3) INPUT chain rules
# Rules for incoming packets from LAN
iptables -A INPUT -p ALL -i eth1 -s 10.0.0.0/24 -j ACCEPT
iptables -A INPUT -p ALL -i lo -s 127.0.0.1 -j ACCEPT
iptables -A INPUT -p ALL -i lo -s 10.0.0.1 -j ACCEPT
iptables -A INPUT -p ALL -i lo -s 123.45.67.89 -j ACCEPT
iptables -A INPUT -p ALL -i eth1 -d 10.0.0.255 -j ACCEPT
# Rules for incoming packets from the Internet
# Packets for established connections
iptables -A INPUT -p ALL -d 123.45.67.89 -m state --state ESTABLISHED,RELATED -j ACCEPT
# TCP rules
iptables -A INPUT -p TCP -i eth0O --destination-port 21 -j okay
iptables -A INPUT -p TCP -i eth0 --destination-port 22 -j okay
iptables -A INPUT -p TCP -i eth0O --destination-port 53 -j okay
iptables -A INPUT -p TCP -i eth0O --destination-port 80 -j okay
iptables -A INPUT -p TCP -i ethO --destination-port 113 -j okay
# UDP rules
iptables -A INPUT -p UDP -i ethO --destination-port 53 -j ACCEPT
iptables -A INPUT -p UDP -i ethO --destination-port 2074 -j ACCEPT
iptables -A INPUT -p UDP -i eth0 --destination-port 4000 -j ACCEPT
# ICMP rules
iptables -A INPUT -p ICMP -i ethO --icmp-type 3 -j ACCEPT
iptables -A INPUT -p ICMP -i ethO --icmp-type 8 -j ACCEPT
iptables -A INPUT -p ICMP -i eth0 --icmp-type 11 -j ACCEPT
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el o -
# (4) FORWARD chain rules
# Accept the packets we want to forward
iptables -A FORWARD -i eth1 -j ACCEPT
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

RN e —0
# (5) OUTPUT chain rules
# Only output packets with local addresses (no spoofing)
iptables -A OUTPUT -p ALL -s 127.0.0.1 -j ACCEPT
iptables -A OUTPUT -p ALL -s 10.0.0.1 -j ACCEPT
iptables -A OUTPUT -p ALL -s 123.45.67.89 -j ACCEPT

# (6) POSTROUTING chain rules
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source 123.45.67.89

B oS g S (yleie aiptables 31 solawl :F Jlw
39 Lo lne 61 guols 45 (T (y30 canwl (oS 41 bgapo 45 YIVA @iygy 4 1y Ao iygy madles (oo bl 5o
S ooliiw! s ol (gl K1y oyl 31 Wigws o Ao gie A

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --toports 3128

H(oud o s Olaug,y) LOG (40 5 S
IR T 53,5 5ol g 13l ol B bl 4 oo Slpsudin «Cowl cuas sysklogd 1l cnetos yo (b yidioy jab 4
Lewl rsyslog b & suos

yum install rsyslog && yum remove sysklogd
S (5310l ol y duzmo 1y (s g yw Wl ¢ (09 S 50 g 5l yB 1 By 1SS

service rsyslog start

chkconfig rsyslog on

:rsyslog b yweo
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/etc/rsyslog.conf
oS 45T (510 455 5 (8108 (5597 ocr Jgmo A 33 1 s 5, ol S L 53 1 J o

SUDPServerRun 514
iptables -1 INPUT 5 -p udp -m udp --dport 514 -j ACCEPT
service iptables save

service iptables restart

1S Jloel 1y o3 Ol pundi g W g 39 ) jawned 4 uailo poiowsw O

nano /etc/rsyslog.conf

UDP |G gy bawy 9 uu)oT ip wlw! »
authpriv.* @172.168.1.1

:hostname wlul » U

authpriv.* @alimp5

service rsyslog restart

:TCP J.iagf ‘3;).‘9 )’| I Plx.u ,aLoS JLN)‘ NS

authpriv.* @@172.168.1.1
T (3l 9 sl e JpuiS 0 b pling laled ¥ 4
authpriv.* @system
'l ol 6l o gl sla pling plad (s lail 9,0 1Y aisS
authpriv.* -
1ol 99,9 LOG (o) 2
9 5T s 41 (312515 299 31 wilyl (g0 13 sgsmws b
lastlog
b9
w
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root@localhost ~]#
root@localhost ~]# lastlog
sername Port From Latest
pts/1 192.168.1.2 Mon Jan 27 B02:.
**Never logged
==*Never logged i
**Never logged i
ever logged i
ever logged i
*==Never logged i
**Never logged i
*==*Never logged i
##*Never logged in*#
==*Never logged i
**Never logged in#*:
*==Never logged in*#*
##¥Never logged in*#*

: TCP- Wrappers U 1,15 40,5 S90xo

WS Slm ] Cudgusme WS 51,8 p LI 5 Loy 59y b iyl wuad a5 Sl )l 6l p Gl (o0 5l () S 4

bl (20 B yg juw ool (1381 50 oo sl (sl ¥ 51 5500 (S plgne 4 (g o)

JreS 9 Covgazmoe sl | gl alizko gl ACL(Access Control List) udles oo Lo (s g g (2] & y08 3l solasw! b
gt U39S 59y oo 42 598 oy 0l )l Cavnw 31 (o i

3 obaeb! gly cwsl IP LI olusl 3 o3 @98 g ol i riummns (59 32 (P it 39k 4 (g (] 143ST
S oolaiwl ) yeiwd

rpm -ga | grep -i Wrappers*

: TCP-Wrapper g mw o5, ogx

B8 0 &, TCP-Wrapper o 5 GBS adud b o g jl eslaw! gl oW Jbo j0 b (iSO o oK

a Wlgl o WS ow ywd ojla] S (gl o0 owyy etc/hosts.allow LB o Sg> g0 (wiled b awgy )
DO doldl 355 pumno

doldl ojlal cculild Hl )8 Conad (p] 50 51 Mgl 0 owyp [etc/allow.deny LB ;0 5990 (piled b dwgy Y

Lls adlgzs yolo

g3 WBlgS Cydgute (H9uy (o i oy g (Sl (P B9 L ygu0 yo Y
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10l o0 TCP-Wrappers jl coliiw! Jb> j0 &5 s o ol ol Y e
strings -f <program_name> | grep hosts_access

Is /usr/lib/libwrap.so

[rnntélocathSt ~]#
[root@localhost ~]# strings -f fusr/sbin/* | grep hosts access
Jusr/sbin/rpc.rquotad: hosts access

Jusr/sbin/sshd: hosts access
Jusr/sbin/tcpd: hosts access verbose
[root@localhost ~]#

[root@localhost ~]#

: TCP-Wrappers <l ygiuwd

:ALL -

Dl oo b Canlgs 50 plod (40,5 0 glxo 4 0l hosts.deny o 5
Sb oo B Canlgs o plod (48,5 Jaud gLxo 4y :0 bl hosts.allow o )51

I8 oy Syg0 B oS b L Daemon cowd (gly Kilgs oo Db oo Jolds 1y jua dod 1oyl Jad) zadgs bl

L0
:LOCAL -¥

localhost : o .59 (o0 Jolis s (1) alaiis glylo b ] pb as' 1y b Cowld don

:UNKNOWN -¥
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S8 bl oI ol 45 il alls azgi. oylo Slggan abl ALl o (3ol b easl 45 (655 gmnolS 9 )39 0 b
pr &S (Floj Wigh s BByl jgmw e JbLo 4 b yiguols (olul Coml (o (9 90 a3 5,5 &
1090 wolgs (o yiuwd Bl (30T (T sl o Jlo 50 (gl Al £ 98 Az b B (ausidd wilgis 58!

:KNOWN _¥f

a3 B0 bl o8I ol a5 aubly Al azgi 0,10 (Jlaten wbly jasiie (T ool b pasl 45 (6 5 guolS 9 3590 2 b
Nl ey a8 Gloj . digdh (o yiws JBpd 59w WU SIS a4 B gunolS ool sl (S0 (492 39 48,5 )18
1399 ABlgS (o yiuwd Sl 3ol o ol Cazo Jlo 53 (gl 4 98 Az b ams (ausid wilgi

: PARANOID _&

DPARANOID- U tepd a5 Jloj .0gu oo Jolid [y 0l Slgzod o] wyol b ol pb a5 ciwld g ygumols y2
S eyslo gbo Cunlgs )0 dgu gy (o pwd J S Jgur &Syl 5l L8 Jo 09l (0 Slul (P58 e )
Iy Of bl acils (o Cowlgs )0 rr (59 5 rby J S Salgs (o0 45 Sloj 094 (0 ) (b S i
.S 3lxs| DPARANOID- y9u

: EXCEPT -

IP 51 goloni 3o 4IP3l gy S (39,5 Jgud e 209 (o0 00liiuwl ey g B clidtiw] 095 by 50 wudlgzey )5
i g

SIS ples by Jlio ol yad 1) YU & jgiuws

:SSH gy b bLI I 61 ip=192.168.1.2 a4 yolo ojl>l Ladd g bLI,l lpm b w pwd plod (40,5 0,V JLw

vi /etc/hosts.allow

: . o &y’ 9
sshd : 192.168.1.2
vi /etc/hosts.deny
: . on’ 3
ALL : ALL
: . 00"'

[root@ali~]# ssh 192.168.0.2
ssh_exchange_identification: Connection closed by remote host
[root@ali~]#
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iyl o0 Lo gy slashroot.in cuols 518 owpws b Cawlgs yo plod (28 iy o Jlwo
vi /etc/hoss.allow

ALL : .slashroot.in

:SSH yw 9 yw sl Laiid cslashroot.in ;yeold j1 ow yews (8 iy :F JLw
vi /etc/hosts.allow

sshd : .slashroot.in

: 172.16.%.% o w31 ip gy §f (ow yiwd (yi8 9 dy 10 Jlio
vi /etc/hosts.allow

ALL :172.16.
35 392 i abladti 1y2] (yeil8 (pl CBg g ALL : 172.16.100.200 :ocil aiived deny cuomd 5o Loy 1 :)aiss
Aled,s ole 172.16.%.* sbyip go, 3| owyws o)lal allow
g g oo o S oty |y Y Jlie 1Y 35S
ALL:172.16.0.0/255.255.0.0
:(/etc/sshd.hosts )y § o 30 ool alligi s IP/Cawld & a3 b SSH 31 b cw piwd (yid wdy :# Jlo

vi /etc/hosts.allow

sshd: /etc/sshd.hosts
(172.16.0.0/255.255.0.0 ) 155 IP g5y 53 SSH 32 & b s g oo plod 4y U g yiwd o oy 1V J ko

vi /etc/hosts.allow
ALL EXCEPT sshd: 172.16.0.0/255.255.0.0

WS Azl o ) b Colw 4 uuilgs o0 TCP-Wrapper o g0 50 pidow Cedbl cawsS gl p

http://www.cyberciti.biz/faq/tcp-wrappers-hosts-allow-deny-tutorial/

http://www.slashroot.in/linux-access-control-using-tcp-wrappers

http://en.wikipedia.org/wiki/TCP Wrapper

https://access.redhat.com/sieide/ch-tcpwrappers.html

http://linuxgazette.net/162/prestia.html

https://protect.iu.edu/cybersecurity/tcp-wrappers

http://en.wikipedia.org/wiki/Access control list

http://www.aboutlinux.info/2005/10/usin -tcp-wrappers-to-secure-linux.html

https://www.ibm.com/developerworks/aix/library/au-tcpwrapper/
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yum install logwatch sendmail postfix mailx

chkconfig sendmail on

cd /usr/share/logwatch/default.conf/services

sudo nano zz-disk_space.conf

Sshow_home_dir_sizes = 1

Shome_dir="/home"

Sshow_mail_dir_sizes = 1

Smail_dir="/var/spool/mail"

Sshow_disk_usage =1

nano http.conf

SHTTP_IGNORE_ERROR_HACKS = 1

vi /usr/share/logwatch/default.conf/logwatch.conf

#MailTo= root

MailTo= alimp5@irsecteam.org

output = mail

vi /etc/aliases
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:logwatch ,13/ b Log sl olivg g mSn

103Y 6,15l s )

TP yuameo g (yi8, Y

1) Ol s Sl | Y

w10 1) LT # g 00,8 lay 1) ) b s

.

. .

AL
OxY

:WH -¥

OB ekl ) gl T 9005 g [y i bs

1SS BB oS 5L -0

W g 1y 095 sl g 00,5 oy 1y ) s

g g o |y 55 bas

N9y ) o & —F
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1B it |y ol g 00,5 a1y 35 bas
root: youremail@yourdomain.com#
root: alimp5@irsecteam.org
iJUao i yo -V

newaliases

:aolsl yo g

/etc/init.d/sendmail start
log 3l )51 ke sunline A

tail -f /var/log/maillog

 APS)39i 51 5 it 3 (IDS) 395 (apld SUb tamcpas (50454 Sy

2 398 L o il (0 G5eed juB e 9 (11l (551l oy 9 edd Hgpw pde S e L1 RS (S
&l ous 0018 41,8 Psad gSnort 598 sl ,l38l 0 IB

:(Snort) Jgl Comd

Y Ceuwz sSnort

390 sl <031 (3992 L) 5 3k e I &1 AT ol ASl g1 (idino D9 (antil (G pamman (3t B9 20 3 (SO
3 ooliiwl b cuai ieawl Wyge 90 @ Linux Jolepiinow (595 p SNOIt cuai .Cawl &8,5 1,8 ol 0,5 a5y
b o0 s Bl gasio oS 3l ol b cuas g ol b LeolS gin 51 gldaseus

Snort 1380 e b 5L sl e pauly
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T e P e e —
[ | [x [ x [
T rT—
X [ e

[ N[N ~< 550 |
|| [ O —

| SunOSs 4.1.X

oA || A || A ][ A

s

oA A ||

- [ era——
S I [N <05 < S~ |

Table from: http:.l’;"wm'u_snorl_orgfwhat_is_snort_htm

bl o0 Bg o v a—w (sl,lo snort

snifer mode << sniff aiug 54l (&

packet logger mode << logger aws &g (&

3 g WS oo oy g ;LT 1y Al Sl we o) << NIDS (Network Intrusion Detection System) (o
ol 518595 32 G0 S 50 (YL ©yu8 g (S

a3 ol ) 305 Jolpo ©B &1 9lS i 1) SNOTE l35l (g1 48,5 9 5433 yob &) wnlgy S|

WS ceai [y 25 gl JoB Tl jo ()

yum install gcc flex bison zlib libpcap zlib-devel libpcap-devel pcre pcre-devel libdnet libdnet-devel
tcpdump

p3Y gl BB b ol Ko 5l b S cuaily 99 (ulwl b RHEL g Repi (550 ¥ (0940 cod &jguo 50 140
WSS oglilo 1
F oS ol i 1y LT g 00,5 lawy o ypigl 511y 5 b BB Wl s 4 £.Y asuws I centos gly (¥

WS At 1) 35 o9l 31 309 o e bed bl (oo (S FF (3359 T 2 s L ST
libpcap-devel-1.0.0-6.20091201git117cb5.e16.x86_64.rpm
libdnet-devel-1.12-6.el6.x86_64.rpm
libdnet-debuginfo-1.12-6.choon.centos6.x86_64.rpm

S 0gkils yLogs Snort bl (59 4 azei by p3Y bd dww g a8y iy culwas (Y

http://sourceforge.net/projects/snort.mirror/files/
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DS oglila 1y Y.AL (4559 bl o0 YU 4 Cent0S 6.4 45,9 L, Jb> 0 51 oleaciny
(ol gy 3bl YL B (5359 2l 31 55N 9 o Ml 0 (sl dns
gcc version (4.4.6 including libraries)
flex (2.5.35)
bison (2.4.1)
zlib (1.2.3 including zlib-devel)
libpcap (1.0.0 including libpcap-devel)
pcre (7.84 including pcre-devel)
libdnet (1.11 or 1.12 including libdnet-devel)
tcpdump (4.1.0)

rpm -ga gcc tcpdump pcre

(ol i 33 YL B (559 cotl 31 551) S 3510 syl o 1 Lo a3
libpcap-devel-1.0.0-6.20091201git117cb5.e16.x86_64.rpm
libdnet-devel-1.12-6.el6.x86_64.rpm
libdnet-debuginfo-1.12-6.choon.centos6.x86_64.rpm

] 00 0010 b gl 3§ Sl 0 JolS job 4wy 4y Lyl 51 (F
http://wiki.aanval.com/wiki/Community:Snort 2.9.5.X Installation Guide for CentOS

S Ax | o " again olUGIS" Culw A (oSS by b Sl @ yguo o
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http://cert.um.ac.ir/index.php?r=articles/view&id=7¢

http://cert.um.ac.ir/index.php?r=fileManager/getFile&id=17

File Edit View 5Search Terminal Help

[root@localhost ~]# snort -wv
Running in packet dump mode

--== Initializing Snort ==--
Initializing Qutput Plugins!
pcap DAQ configured to passive.
Acquiring network traffic from "eth®".
Decoding Ethernet

--== Initialization Complete =—--

-*=> Snort! <=-
Version 2.9.5.3 GRE (Build 132)

By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t

Copyright (C) 1998-201

20 ourcefire, Inc., et al.
Using libpcap version
7
1

8]
Using PCRE version:

5
4
>
Using ZLIB version: 3

3
1.
8
2.

Commencing packet processing (pid=2846)

01/27-00:57:26

1328 216.239.32 :80 -> 192.168.1.2:16120

TCP TT 8 TO0S:0x0 ID:6284 IplLen ) DgmLen:52

A¥ESE Seq: @)
TCP Options (6)

B6DE114 Ack: @x1CF8535E Win: O0xA794 Tcplen:

MSS: 1438 NOP NOP SackOK NOP WS: &

===t ==t =t ==t ==t =t ==t =t =t =t ==t ==t ==t =F =t =t =Ft=Ft=Ft =t =Ft=+=+=F+=+=+=+=+

01/27-00:57:26.471336 192.168.1.2:16120 6. .32.20:8€ -

short -v -i ethO

11/05-18
ICMP TTL
ID:63745

11/05-18

ID:63745

TCP :
UDP :
ICMP :
LARP:

Snort received & packets and dropped 0{(0.000%) packets

DS oolaswl 0 yguaS ctrl+e 1 aul snort HI 40 )5 g1 (gl e 4SS

snort o5, caws ()

WS A gl )y SR

:29:42 . 554864 192 .168.1.2 -= 192.168.1.1
64 TOS:0x0 ID:275

Seqg:0 ECHO

:29:42 554962 19%2.168.1.1 -> 192.168.1.2
ICMP TTL.:

255 TOS:0x0 TD:2323
Seg:=0 ECHO REPLY

Breakdown by protocol:

(0.000%)
(0.000%)
(100.000%)
(0D.000%)

—|




ip:192.168.1.1 I Kooy (33,5 Jl> 50 ip:192.168.1.2 b aseds 9 45 uun o0 (Jgl L3 )Vb JSb 40 mdgi
bl (o0

Sl (£00p:192.168.1.2 Cawlgs yo & Fuwly Jl> o 1p:192.168.1.1 (90 ks 4o
1Sl (60 39,15 Y Gledbl (Y
gt |y Conl 2l @ b Jlo 50 4l )0 b (bilo (o 4 (9)9m) L (%0 Wilgd (o0 25 yeiwo L
snort -d -v -i eth0
1y leMb! (Y

o 1y G095 yhai 0590 i yil 4 bgy o (o 32 Cledbl wuiled (o0 5 ygswd b

snort -d -v -e -i ethO

snort -dev -i ethO
:Logging Jo< (F
:0aS 0 3u>d [root/10g yuuwo jo 1y b Y Wiyl o0 p ) yeiwd b
snort -dev -i ethO -| SHOME/log
PaSad pansld (O
1 5108 o 51T (g0 Lo aSuls o 41 45 (3 Ay 32 Oilyd (o0 5 ygsmsd b
snort -dev -i ethO -| SHOME/log -h 192.168.1.0/24
t yeils 5l ool (8
los 450,10 o (g1 48,5 (5 La,5 51y (5 5ln pwilgB SN0t ol cicund T oilgd il ol e S i 51 (S
ol 698 @y Ay (o S8l 51 (s Ayl gl aldl oS g 3 4 pladl ag sl L A (gl yguw 4 az gl b Wl
Sewl 0018 41,8 0glils (gl 1y (gl colu (yilad sy ,1 30!
snort -dev -i ethO -| SHOME/log -c rule-file

snort -dev -i ethO -| SHOME/log -h 192.168.1.0/24 -c rule-file
./snort -dev -l ./log -h 192.168.1.0/24 -c snort.conf

S Azl e ) sl Colw 4 uliley o Short 8,0 y0 ydew OleMb!| cans 5l

http://manual.snort.org/nodel.htn

http://openmaniak.com/snort tutorial base
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http://www.aboutdebian.com/snort.htm

http://www.thegeekstuff.com/2010/08/snor -tutorial/

https://help.ubuntu.com/community/SnortiDS

http://www.cse.sc.edu/~okeefe/tutorials/cert/i042.14.htrr

:(Psad) pgo Coound
¢z Psad

Detect Port :54% o0 Psad aolS Clazo .0iS o0 Joe (IDS) s sodd (audeld phvmmw S lgie a0 51380 05
. Scan Attacks

9 Jlgnl g9y ol Jloel sbo (yild wyad @ (Sws b aaild plod gl 18,55 1 (YL Hlows )03 5
3,10 51380 o 5 ol (g ;S Wlonlais

i 2y Rule-Script IPTables ¢lp Jle jlows ol SO w2l 0 ol 4o

bl o0 Arno BT & gleio colw oy

http://rocky.eld.leidenuniv.nl/jooom conte&layo18&Itemid=86

HCUROCRLIR IPYX VS UUTY PRCIT) | !l Oleoguas

http://rocky.eld.leidenuniv.nl/jooomle&id=46&Itemid="

B0 (o0 TadgF s ySewsl (il Gl |y Psad 4y bgs yo 5590l 1aiST
Arno Jlg b cuai lol
:oi s g ¢513|é N
wget http://rocky.eld.leidenuniv.nl/arno-iptables-firewall/arno-iptables-firewall_2.0.1d.tar.gz
tar zxvf arno-iptables-firewall_2.0.1d.tar.gz

cd arno-iptables-firewall_2.0.1d
Jinstall.sh

e Fowly Ll a9 095 3L 4 4z gl b 09 (o0 0w gy (Y Igu Lonld 31 s
a9y 33 b1 55501 by (Y

vi /etc/arno-iptables-firewall/firewall.conf
WS o ) i e U o, 0wl ol L YL b e U Yo :aisS

#FIREWALL_LOG="/var/log/firewall.log"
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FIREWALL_LOG="/var/log/firewall.log"
gl 3 Jold o,lg (V
vi /etc/rsyslog.conf
SREFETIN PR
kern.* -/var/log/firewall.log
:Psad cuai g 0ol (F
wget http://cipherdyne.org/psad/download/psad-2.2.2.tar.gz

cd psad-2.2.2
Jinstall.pl

19 gt Wlowdidd 0,19 Psad cuai 3l wxs (B
vi /etc/psad/psad.conf
:obogs Email (ollgs
EMAIL_ADDRESSES ali_parkour68@yahoo.com;

EMAIL_ADDRESSES ali_parkour68@yahoo.com,alimp5@irsecteam.org;
HOME_NET any;

g yld Al )5 S S
HOME_NET NOT_USED;
Py 00 b s
ENABLE_AUTO_IDS y;
iy VFF b s
IPT_SYSLOG_FILE [var/log/firewall.log;
WS oS 1y BB Coled yo 9
S

/etc/init.d/rsyslog restart
/etc/init.d/psad start

02>l lawgd NMap -PT80 192.168.209.148 giuwd gl 3l otz

160




rooct@backup:foptfpsad-2.2 M Termi
aa/tcp open http

Nmap done: 1 IP address (1 host up)
[ L:=5 nmap -PTE80 192.168H.

Starting Nmap 5.21 ( http://nmap.org
Mmap scan report for 192.1568.200.148
Host is (B.08045s latency).
98 filtered ports
STATE SERVICE
ftcp open ssh
fa/tcp open http

Mmap done: 1 IP address (1 host up) scanned in 4.74 seconds
[ :~% nmap -PT8O 192.168.209.148

Starting Nmap 5.21 ( http://nmap.org )} at 2012-12-27 15:47 IST
Mmap scan report for 192.168.209.148
Host is up (8.08042s latency).
Hot shown: 998 filtered ports
STATE IVICE
y open s

fa/tcp open http

Nmap done: 1 IP address (1 host up)
[ S nmap -PTB88 192.1&6

starting Nmap 5.21 { http://nmap.org ) at
Nmap scan report for 192.16
Host is up (8.006838Bs latemcy).
shown: 998 filtered ports
STATE SERVICE
open s
open http

(1 host up) scanned in

To Me'l

Danger lewel: [2] {out of 5}

Scanned TCP ports: [113-1723: 4 packets]
TCP flags: [S5¥YN: 4 packets, Mmap: -sT or -s55]
iptables chain: INPUT (prefix =“AIF:PRIV TCP packet:=}, 2 packets
iptables chain: INPUT (prefix “AIF:UNPRIV TCP packet:"), 2 packets

Source: 13Z.168.209.1
DNS: [No reverse dns info available]

Destination: 192.168.209.148
DNS: [MNo reverse dns info available]

Overall scan start: Thu Dec 27 02:17:11 2012
Total email alerts: 1
Complete TCP range: [113-1723]

Syslog hostname: localhost

Global stats: chain: interface: TCP: UDF - ECMP -
ENPUT etho 4 o o
[+] TCF scan signatures:

"MISC Microsoft PPTP cosmunication attespt™
dst port: 1722 (no server bound to local port)

flags: SN

psad_id: 100082 (derived from: 2126 2044)
chain: INPUT

packets: 1

classtype: attespted-adsin
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I30 |y wigyw s & bgwo srlog bl wcs SL I, C,T duilyd 0 0 ,S cuai |y sendmail o gy 51 by
DS ou Lo

:Psad g0 0,5 Oljgws
Psad solus, 3l 29,5 swled glp:-S
olew Canad 3lip Bas gl o --fw-rm-block-ip
ool oy s ip plod Bos:-F
Psad b Lol Jlw) 39, 4 --sig-update && psad -H
b Jlo
psad -S
psad --fw-rm-block-ip 9.48.65.150
psad -F
psad --sig-update && psad -H
psad -H
WO s ) 095 olow 9w 6 Cancd  wd Wjgo 4 Bl o0 ) o (@9 pb 1 1A
/etc/psad/auto_dl
WS Azl oy s Colw 4 uuilel oo Psad 0 g0 j0 pliow Oledbl s gl

http://www.cipherdyne.org/psad/docs/config.html

http://linuxdrops.com/install-arno-firewall-with-psad-iptables-on-steroids/

http://www.pontikis.net/blog/psad-install-config-debian-wheezy
http://marc.info/?l=psad-discuss&m=121807386229970

http://www.cyberciti.biz/faqg/linux-detect-port-scan-attacks/

: SELIinUX guos Sy

30 ol g Y I SO g Cawl Bgyre S g a8 phin Casol ' yled b Security Enhanced linux 4
olyl 5l s .Cawl a8l azwgs NSA(National Security Agency) &b jl a5 Cawl wSgoud b Jole powow
(o plxil [y Lbogs )5 5 coly U uics oo Jed il 1y gy ol Lo OIS il gl pr (oS g5

o) (S 33 i H 1 opo Olga Tl Cawyd 45 (I LT
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TS (o0 550 1) 095 e ¥ (pl b pilen wilS (o0 51 S g 50 Sl Sy L gl 48, H9b 4 45 Sl
gy o0 05l (Troubleshooting) b cus ;9 yidow wwo ol 31 :Permissive
. permissive oo jo 8,5 41,8 = a0 dus )l

Enforcing
.Enforcing ww jo 8,5 1,8 =G suce ),
:selinux yo 51 oo g

Disabled
:SELinux b ,15 Ol ygwo

-1 getenforce

sestatus -2
A2 o0 ywlod 1) SELinUX 1 LS 295 S i-v
Dgud o0 solaiw! U.Jy db},‘ Cxund g quw LS‘)'? :-b

19y (o0 HB G SELINUX v Cawsdg U""L“" cS‘)? YU 95w g

root # getenforce

Enforcing

root § sestatus

SELinux status: enshled
SELinuxfs mount: feyslffslselinux
SELinux root directory: fetofaelinux
Loaded policy hame: Strict

Current mode: enforcing

Mode from config file: enforcing
FPolicy HMLS status: disabkbled
Policy deny unknown status: denied

Max kernel EDlicy wversion: 28

39 0 )5 & v i gl o :setenforce -3
setenforce 1

() s g o (5l 1 00l Caw (g 035l S lod g (yils )5 w0 s getsebool -4

getsebool httpd_can_network_connect_db
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getsebool -a | grep http

httpd_can_network_connect_db --> off

# getsebool -a | grep http

allow _httpd _anon_write --= off
allow httpd mod auth ntlm_winbind
allow _httpd mod _auth pam --= off
allow _httpd sys script_anon write
httpd_builtin_scripting --= on
httpd can_check _spam --> off
httpd can network connect --= off
httpd _can_network connect_cobbler
httpd_can_network_connect_db --> off
httpd_can _network relay --= off
httpd can_sendmail --= off
httpd dbus avahi --= on
httpd_enable _cgi --> on
httpd_enable_ ftp server --> off
httpd_enable homedirs --> off
httpd execmem --= off

httpd read user_content --= off
httpd _setrlimit --» off

httpd_ssi exec --= off
httpd tmp exec --> off
httpd tty comm --> on

httpd uwnified --= on
httpd wse cifs --= off
httpd_use_gpg --= off
httpd use nfs --= off

setsebool httpd_can_network_connect_db on

of £

of T

of T

HJle

D9ab (50 03l 3 )Xo £95 (raand 5 () g g2 35! 10 d 61 : setsebool -5

httpd_can_network_connect_db :ccul Jg3jle &G ob ol :) aisS

Qo Jog olp Can Sl (G SO o ] 51 (el g Cawl Jlad jul SELINUX bawgd 0 (0 piibiny O yg0 4

WS (o0 S5 ol o 9w el o g HTTP(Apache)

Sl o 0Nn pl SO s 9w Sl OFf pl  Jhio due (Y AT

S Azl g0 g ) Colw 4 uled (oo B g pw g S (031 3 s Iy (6l

e Linux/6/html/Security-Enhanced ith SELinux-Booleans.html

https://access.redhat.x-Working with SELinux.html
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semanage boolean -l | grep

20 o LT g2 5351 4 4297 s Ja3le yo 31 (6 paike gadyl Sy : Semanage -5

# semanage boolean -1 | grep http

httpd can_networ
httpd_can_naetwor

:) Jle
http
k_relay -» off Allow httpd to act as a relay
k_connect_db -» off  Allow HTTPD scripts and modules to

connect to databases over the network.

httpd wse gpg
domain

httpd enable cgi
httpd use cifs
systems

-> off Allow httpd to run gpg in gpg-web

-> on Allow httpd cgi support
-= off Allow hitpd to access cifs file

allow _hittpd mod_auth pam -= off  Allow Apache to use mod_awth_pam
allow httpd anon write -= off Allow Apache to modify public files
uged for public file transfer services. DirectoriesfFiles must be labeled
public_rw content t.

httpd _enable homedirs -= off Allow httpd to read home directories

allow hittpd sys
public content.
httpd dbus_avahi
gervice via dbus
httpd unified
files.
httpd can networ
connact to the n

script_anon write -»= off Allow apache scripts to write to
Directories/Files must be labeled public rw_content t.
-> on Allow Apache to communicate with avahi

-> on Unify HTTPD handling of all content

k_connect ->= off  Allow HTTPD scripts and modules to
etwork using TCP.

allow httpd mod auvth ntlm winbind -» off  Allew Apache to use mod_auth_pam

httpd tty comm
terminal. Meeded

== 0n Unify HTTPD to communicate with the
for entering the passphrase for certificates at the terminal.

httpd read user_content -= off  Allow httpd to read user content

httpd use nfs

/etc/selinux/config

-= off Allow httpd to access nfs file systems

WS dxal o ) b Colw a ulilgs 0 SELINUX 0590 50 yidion SileMbl s gl

http://wiki.centos.org/HowTos/SELinux

https://access.redhat.com/site/documentationbleshooting.html

http://www.centos.org/doc

s/5/html/Deployment_Guid -en-US/sec-sel-admincontrol.html

http://docs.oracle.com/cd/E37670 01/E36387/html/ol_selinux_sec.htn
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: Pluggable Authentication Modules (PAM) Jg5L U ,l5

Feely JyiS g o il (G pae b s 0,5 e 6l S 50 sl Sl (612 698 sl Lo Jo3le 5 (S

(authentication management)
(account management)
(session management)

(password management)

(g8 ap ) lael Co pow
L Clue Co pow

b dude oy

L 3 yguw Sy p o

il oo Jojlo ol @08 ,Sly 5 S8l

Here is a figure that describes the owverall organization of Linux-PAM:

i e e i +
| application: X |
Fmmmmmm e e + A +
| authentication-[----»--%\--] Linux- | --<-
| 1 [----¢--/--] PAM |
| [conversation{)][--+ LA | |
e T + | f o #-n--n-----+
| | sl
| service user | A | |
| [ v A
e e + +------ |----- et +
+---U----- U----+ |
auth.... |--T a
______________ +
AzimZadeh acct |- b
AliReza 7777 "TTC S
password |--[ b
______________ +
session |--[ e
______________ +

1--1
1--1
1--1
1--1

d=———————————————}
| PAM config file|
| =mmmmmmmmmmmeee|
| X auth a.so |
| X auth b.so |
i /

------ -
1--1 l 1
]

]
]

1319 )18 305 S e 33 T (sb AilLS s PAM Jsilo a3 bgypo (b (g0 5Ky 0505 yaano 14350

/etc/pam.d
/etc/security
/lib/security
/lib64/security

sudo yum install pam-devel

s ) 1 B 0sS caad o 1y ) A 1A

ol el 4 1y LT JScio 55900 58 6 S s yleaiy K Yl 005 ol 31 cJg3lo ol b 15 31 o £ llas
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1w O ygu0 (9 PAM (dlg8 syntax
servicename servicetype control modulepath modulearguments
su, crond : Lo bl o b i 0,90 4ol o ol :s€rvicename
3l oS )le b og ) (plaigdh o0 coliiw! yilad (gl a5 Wbl o bo 20 pow s 09,5 :Servicetype
:Account )
Sl oty oLl a2 S yee a5 62 Clus SO (owy i ol e (o piwd (o) 2 9 b sl Jg5be ()
)18 1y oot & (s s 3> (P 595 S 50 G ol S aSCol cwy g TS L
:Auth .Y

Dy S bl i fo el Sy g 1yl 6l Josle bl (!
: Password .Y

S (o0 00l o)l ) 5 (S ygumny et (5 Ja3lo Ll o)

:Session .¥

Sl 3335 (gL (Sl Al S oo g (g0 S 1y Joile uly oyl

e le b Aou ol og (oo ooliiwl H15 0590 (163 J 58 9 (2L, 8l &5 Sl (938 ST 51 (o Control
required ()
ABS 20 dold] 3 Cansh b axlgo 50 o ol of jod Cadidgo L ST flag-control opl fol>
requisite (Y
D9 (20 iBgio LSy y (gl 4290 iy 0
sufficient (¥
o ywd 03l SodiBge 4 dzmi )0 Jollo (pl ST g g axlge Cunsl L flag-required sla Js3lo S
il walgs
optional (f
include (&
binding (¢
10,10 8959 o (9] (P yRin L yguo A .Cewl 4ol jumo :modulepath
/lib/security
gl oo Jwyl B Jg5lo 4 a5 s gS,T: modulearguments
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db : ke
Auth required pam_userdb.so db=/path/to/BerkeleyDB_file
1S dxxl 0 5 6 Colw a4 wdlel (oo YU Cdlae 8590 0 yidow Oledbl s’ (gl

http://www.freebsd.org/doc/en/articles/pam/pam-essentials.html

http://www.linux-pam.org/Linux-PAM-html/old/pam-4.html

;08 Restart | g reboot jgiws b1y pitwow adlgs 0 30,5 SO uss 0,8 ) L

[root@MyServer ~]1# cat Setc/pam.d/reboot

HEPAM-1.0

auth sufficient pam rootok.so
auth reguired pam console.=so
#auth include system—auth
account recguired parn permit.so

YL b ks muse

:auth sufficient pam_rootok.so .\

b Cond rOOt 4 35 35 LT dicew 45 WS o0 odlaiwl (g 9,5 pb 40,5 S sl pam_rootok.so Jojbe 31 syl
>

dyg0 g b g0 (pl e )0 050 (0 )2l reboot jeiws g Wigd od Cand g g ks il UID=0 ,5]
Oy (o0 518 o)

:auth required pam_console.so .Y

S o W 5 Cugr wuli (gl pam_console.so Jgjlo 3l ks oyl

il 0018 bl YU 50 a5 (owdlio Iyl Iy0 sl 1) BT Eudei Y JLie

Fequitred pam_maodu les
sufficient parm_modu 1B

requi red pam_modu 1el

Dg Wbl € g (ow wd Colpd H0 Dgu A g0 Cadidgo L Pam...B Jgjlo g 0gi axlgo <L L 51 Pam...A
& o2 LPam...C gPam...A (a5 b g ((Wigh o> Cadidgo 4y Pam...B gPam...A)) L aS 09 adlgs 89 cw yiwd

g oS i
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ipl 0015 Zad g YU jo a5 couwdlin 3l yldiow I )0 Gl p ) b3 ¥ s gi (¥ Jlo

sufficient parm_modu 1 eB
requlred pam_modu Tea

Fequi red pam_modu TeC

& o2 LPam...C g Pam..A aCul b g (( 0gu s> Cudifgo a0 PamL.B ) U S sewy pudled  ow powd & 89

gl kS Candd go

:Captcha L SSH ool giu!38l

Iy oo cpl S oolasw! povmaw 4 99,9 5l 3 Captchajl ¢ password ;I colaw!l LS o @ auylo Jiled 5]

ol pidion o] ol g il aisls Sl | 595 SSH (59 9 (Sl 4Y 90 Lol Sgud (o0 usly YIS oy
ol sl Josle ol 5 oolisusl gly (g w20 50 5158 ¢3l5258 Lo (615 Lrial 3o 1y il el b HI 3900 et 4SS
g > s oly .l (oo (ylogh 38 Beee tag 5 Ay pa

ali_parkour68@yahoo.com el LS )1 50 sudewsgi oo | b (A1

PSS ax>| 0 " http://mihanuptime.com” jbg,8 Coound 4 (&

ol 68,5 cuai |y EPEL g Remi 3o a5 0y gl iodan 1SS
DS At bty /etc/ssh/sshd.config yuwo SSHD L6 31 :,Uas|
S a5 gle aug fal
yum install figlet gcc pam-devel

ipe 510 OpenPAM aicws 4 jL5 awlol 4o .Y
1S i 9 391 1) (T s 05T 5l

http://www.openpam.org/downloads

;openpam cuai

./configure
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./configure --with-pam-unix --with-su

sudo make

sudo make install

S ) 08 5l 311y T (Jyld il p0 gy 5 jlas Y

e 959 [y 395 yeiwd g W gl B o )l (pupmw

make

oS o5 39 geanno 4O |y Cawl pam_captcha.so o pbas LB wsb (bl cuai 3l o
/lib/security
/lib64/security

[root@alimp5 pam captcha-1.5]# 1ls -1

total 24

Mu-r--r--. slel 146 Jul 16 2018 Makefile

MW-r--r--. b @ 12491 Jul 16 2818 itcha.c
ni-r--r--. 1 10068 1068 78 Jul 16 2010 README

[root@alimp5 pam captcha-1.5]# make

¢c -Wunused -c -TPIC -DHAVE SHADOW -02 § ptcha.c

jcc -0 B _ ®so -5 -lpam -lcrypt --shared wptcha.o
root@limp5 | WSS #

root@alimp5 0 g JE:

root@alimp5 SREti i IE:

root@alimp5 H- 1]

root@alimp5s : 1# 1s

rotal 48 I
MW=r==r=-. 1888 16686 146 Jul 2818 Makefile
rw-r--r--. 1 1000 1060 12491 Jul 2010 @EW captcha.c
rmi-r--r--. 1 root root 8424 Feb 03:13  captcha.o
MWXr-xr-x. root root 9116 Feb 83:13 | mcaptcha.so
PW=F==F==, 1068 16080 78 Jul 16 2010 README

[ root@alimp5mmmret sl [EN |

:p2lo sshd_config LU j0 Ol puss o5 4 jL5 captcha (0,5 Jed ol .F

(a2ed) 0 Jlo! B 50 JSh o 1y il g oo, Tag 1y 35 o s
PasswordAuthentication no
ChallengeResponseAuthentication yes

service sshd restart

S Slxs! pam.d sshd ;o & uuis o8 Wb oo )51 50 .0
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vi /etc/pam.d/sshd
S’ adlal BB cpl glosl 4y 5 s

auth  required pam_captcha.so math randomstring
WS 0SSy hB ol yo g

o j9w a0 Jlail gl ssh (lSG g9 b 51 e 9 9o Restart | poowaaw i Jols gl a5 14
o Lod

:)KW

4
4
H

e b b chl b ol o e e
H= = e Sk Sk Sk e e

e e e e che e che o
S S i Sk e Sk e s

—
1]

Ali-MP5

Alireza
Azimzadeh

S dxxl o g5 e Colw 4 uled (0 PAM )50 50 yidion OleMbl s’ gl
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CentOS 6 Linux Server
Cookbook

Publisher: Packt Publishing

By: Jonathan Hobson

ISBN: 978-1-84951-902-1

Year: 2013

First published: April 2013

Pages: 374

Language: English

Description:

CentOS is a community-based enterprise class operating system and this book will provide a series of
practical solutions that will not only show you how to install and maintain CentOS as a server, but to
explore this well-known Linux distribution with the intention of tackling many common issues by
providing some tricks of the trade in order to simplify the task of building a server. CentOS 6 Linux
Server Cookbook is a practical guide to installation, configuration, administration, and maintenance.
This is a one-stop-shop to all things CentOS, so regardless as to whether you need a mail server, web
server, database server, domain server or a file sharing platform, this book provides a comprehensive

series of starting points that will give you direct access to the inner workings of this open source,

community-based enterprise server.
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D Al usthing ¥

Publisher: Wiley

By: Christopher Negus, Timothy Boronczyk

ISBN: 978-0-470-48165-3

Year: 2009

Pages: 984

Language: English

Description:

This is one of the first, if not the first comprehensive guide to the CentOS Linux operating system. First
find out how to install and configure CentOS. From there, you'll cover a wealth of Linux and CentOS
tools, functions, and techniques, including: how to work in the GNOME and KDE desktop
environments; how to use the Linux shell, file system, and text editor; how to configure CUPS printers,

Samba for file and printer sharing and other features using GUI tools; and more.
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Foundations of

CentOS Linux

Enterprise Lilux On the Cheap

..'l.
Ayan Hacill, Chivas Sicarm,
Peter MRMDNey aea Jofn Mawnign

I".I ek

Publisher: Apress

By: Ryan Baclit, Chivas Sicam, Peter Membrey, John Newbigin

ISBN: 978-1-4302-1964-4

Year: 2009

Pages: 528

Language: English
Description:

You need to maintain clients, servers and networks, while acquiring new skills. Foundations of Cent OS
Linux: Enterprise Linux On the Cheap covers a free, unencumbered Linux operating system within the
Red Hat lineage, but it does not assume you have a Red Hat Enterprise Linux license. Now you can
learn CentOS Linux, the most powerful and popular of all Red Hat clones, keep maintaining your

network at work, and become an Red Hat Certified Engineer, all just for the cost of this book.
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DAMIAN TOMMASINO

Cert Guide

Leam, prepare, and practice for exam success

Hands-on Guide to
the Red Hat® Exams:

RHCSA and RHCE

Cert Guide and
Lab Manual

PEARSON

Publisher: Pearson

By: Damian Tommasino

ISBN-10: 978-0-321-76795-0

ISBN-13: 0-321-76795-0

Year: 2011
First published: May 2011
Pages: 536
Language: English
Description:

This is the eBook version of the printed book.

This certification guide to the Red Hat RHCSA (EX200) and RHCE (EX300) exams gives candidates all the
hands-on practice they need, through a series of more than 20 realistic, detailed labs. These
exceptionally thorough labs are task based, similar to what might be encountered on the exams. This will
give readers the background they need to perform key tasks, and get the results they're trying to
achieve. Built from content originally published on the author's popular blog, Security Nut, this book
reflects extensive input and feedback from IT professionals and exam candidates. It is organized to help
readers learn incrementally, and quickly find the related information they need. Each section logically
flows in the order you would accomplish tasks when setting up or configuring a system. The author
provides tutorials for administrators at all levels of experience, dozens of real-world tips, and a set of

downloadable scripts designed to give students hands-on problem-solving experience.
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